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Highlights

1 Leading data privacy experts produced four protocols that they said wpopular
ways to render personal information anonymous so it could be shared or sold publicly

1 Experts relied on the HIPAA Safe Harbor, a flawed useasfdnymity, an enclave,
randomization, and standardized statistical values

1 None of their protocols achieed the privacy protection they promised

1 We were able to put names to the records in all of their protocols.


http://techscience.org/a/2015092904

Sweeney L, Von Loewenfeldt M, Perrydi SCHA CNgM ! HI HS G| @phtifdtichdofig N - ; E? ) N
J; Hl HSGCT? >} Fecnoldly Eciencd01&111R0INovember 13, 2018
http://techscience.org/a/2018111301

Test 1
Technically Yes
unreasonable?

b4

Test 2
Re-ldentification
practical?

v

Test 3
Small group
matches?

v

_ Test 4
20 Harmful
4 matches? v
No objection Objection!
from these

tests. 4

Sequence of 4 litmus tests to perform on a Sander Team protocol.

Abstract

Society trusts @ta privacy practitioners to make decisions about widields ofpersonal
income, medica) or educationalinformation can beshared publiclyin accordancewith laws
and standards How good are the decisions they mak&fRey> | HgvH to publish the
protocolsthey use,and they often prohibit otherdrom telling them about vulnerabilities
found in the data So, in the silencahese practitionerscircularly assert that there are no
problems. We had a unique opportunitin a legal settingo examine the realworld decisin-
making ofa team of accomplished data privacy experésd to testthe quality and accuracy
of thedecisions they mé&e. Thelitigation, Richard Sander et. al v. State Bar of California et.
al, wasover whether the release akquesteddata was required ly California law{1]. During
the lawsuit,an expertteam of data privacy practitioners) L1 J I M? > @I OL 3 <? MN JL
protocols that they asserted were sufficient to protect the privacy of individesalhose
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information was in the data All four protocols @dimed to leverage approaches widely used
today in government corporate and research practice. This paper presents their protocols

and shows, based on analysis that was made public during the trial, vulnerabilities each
protocol had to reidentifications nthe ability to associate real namestd ; HI H S @afal ? > i
records.

Results summaryOne protocolused a physical data enclayéwo purported to produce ak-
anonymousversion of the dataand a fourth protocoldeveloped a statistical model of the

data. None of the protocols provided the privacy protection promised or commensurate with
common expectations under public records laws. We demonstrate important less@hj-
anonymity guaranteesthat an adversary canot do better than guessinghat a name

matchesto at leastkrecordsor, vice versathat at leastkpeople ambiguously match to a

record NIl H? | A& HNIBPS GC N S jwerd dctudylk-anbrfyrivbus (2)IH NI dataS ¢ M
rich, networkedsociety, the A constraint must be enforced acrosdldieldsor scientific
justification providedto excludeafield. TB ?4;3H1 HS G C N S jexcliided shmefi¢lds M
from kprotection void of analytical rationale. W demonstrated ways to use those fields to

help put names to recordsle-identified bythese protocols (3) We found sall group re
identifications inall their protocols that wereas harmful as unique rédentifications. (4) The
physical data enclavdimited access to the data, but still could nghwart hiding or
memorizingsensitiveinformation on targeted individuals (5) All four protocols left the

records ofBlack and Hispanictest-takerssignificantly more identifiable than the records of
Whites. The Superior Court of Californiadeni&d; H>? LgM L? KO? MN @I L =1 GJ"
the data, and the California Court of Appeals upheld the decisi@ur findings demonstrate

how adversarial testingon de-identified data canpoint out vulnerabilitiesand improve real

world practice.

Introduction

A data privacy practitioner makes daily decisions about whether and how to share your

personaldata with others.Thosedecisionsdictate what information about you will be

available for everyone to se&Vhat are the steps he takes fwotect your privacy?The first

step is obvious: he removes your name and address and any other explicit identjfsersh as

your Social Security numbefrom the data. Then comes the hard part. He answers a lot of

guestions specific to the kind of data involved. Should younlgicly available medical

information contain your age or decade of birth? Is it okay for details about your incombedo
associated withthe ages of your children and your hometown, ra@nd employer

information? Should your courses, grades, test scorasd graduation dates bencluded in a

release ofeducational data?The sharedCH @l L G; NCI H¢ QBCF? ;JJ?; LCHA
used in combinationwith other information to triangulate to specific individuals otto small

groupsof named peopleeven if nodirectly identifying informationappears in the dataSo,

the>; N; JLCP; =S JL; =NCNCI H?L¢gM Al ; F CM NI JLI PC
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businesses and others who receive the data, but to not provide so much information about
individuals that others can associate the informatiowith identifiable individuals

Society relies on data privacy practitioners to protect individuals from the harm of being
correctly, or even incorrectly, identifieth shareddata. This concermthe ability to relate

data to specificindividualsnis the primary, but nothe only interest that is referred to as
JdataJ L C P Som§, fby example, consider the right to control the use of personal data an
aspect ofdata privacy, whether or not the data is later capable of being associated with the
individual at issue.This paper discussethe first problem onlyothe ability to associate
shared recordgo named individualspo without discounting or rejectinghe importance of
data control or other aspects of privacy.

If no namedindividuals can be reliably associated withecords inthe data, thenthe

particular privacy riskthat is the subject of this papeis amelioratedin many data privacy

settings, and so society can reap the benefits of sharing the data with others to improve

services, reduce costs, assess policies, and advance scidBuewhat if these trusted

practitioners make bad or poor decisions? Then individual health, financial, or educational
information that is believed to be anonymousan bevulnerable to reidentification. Others

may associate the data with thendividual, who, in turn, may suffer serious ramifications.

Worse, thendividualG; S H?P?L EHI Q ; <I ON NB? I LCACH; F J3;
association 2 CHA OH; Q; L? 1 @ NB? >; N; | isal®?rdableCH @I L G;
to correct or stop abusefrom happening.

Privacy laws and regulations offer guidance on how to redact some kindshafreddata,
such as medical, income, and educational datdowever,this guidance is limited and deals
poorly with new types of dataand new techniques for radentifying data. The practitioner
still has to answer many opequestions andshould notcomfortably rely on the assumption
that formerly accepted techniques will continue to work.

There is tremendous variability in what data privacy practitioners may knd®vactitioners
include those who might know little or nthing about statistics, leading data privacy
scientists who conduct experiments and provide scientific proofs of compliapaed
professional statisticians who work in federal statistics offices wonlle. In many situations
there is no requirement that a practitioner hae any specific knowledge, ands a result,
some data privacy practitioners may just be guesg. For examplethe Privacy Rule of the
Health Information Portability and Accountabilig Act (HIPAA) is the U.S. federal regulation
that governs the sharing of patierttealth information by doctors, hospitals, and others
involved in direct patient care or in the billing for that cafe].( ) 0! !  FFI QM 3 MI G? 1
CH NB? ; L Nashamhg deGsjoisboutperddnd health data butdoes not actually
defineQB; N NB? Jréquirshhertg Mightb& C F F

WedonoN ?RJ?=N NI >; SM JL; =NCNCI H?LM NI <? J?L @
best possible decisionsto be accountable for and transparent about the methodologies they
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use, to learn from past experience, to improve as scientific knowledge about vulnerabilities
and better privacy protections becomes available, and to make better decisions tomorrow.

A modelfor this kind of learning cycle comes from encryption. Society and governments have
long needed an ability to share information secretly. At first, those seeking to encrypt data

used ad hoschemes. The resulting encrypted text looked so different from thrgginal text

that early encryption users wrongly believed that what they did wasfficient. National and
business secrets relied on tlse methods. Eventuallyothers broke those naive encryptions

by showing how someone could learn the original text fraime encrypted value Smarter
approaches emerged, and smart folks broke those tolhe cycle continued until eventually
weachievedNB? MNLI HA ?H=LSJNCIH Q? ?HDIS NI >; S¢€
would be impossible to make purchases, use emait do online tasks that require a secure
connection between computers.

Thisshould happen in data privacyPractitioners use contemporary methodghen data

JLCP; =S M=C?HNCMNM 3<L?; Ef NBladiigto@® NBI >M < S
developmentof better methods. Eventually, if practitioners and scientists iterate through

enough cycles, society will have strong privamchnologiescapable of providing useful data

in a variety of settingsvith guarantees of privacy.

H Q ; L? NI >; SpgfaktitionersNlpingdreCRiblish@atasets,but rarely do they
publish analyses of why they believe a dataset is sufficiently protected. They tend tdDada
Use Agreementthat prohibit anyone from telling them about vulnerabilities found in a
publisheddataset,makingit hard for them to know what is not working. The lack of
transparency and feedback makes learning and improving difficult and assessing
performance infeasible.

Laws donot alwayshelp improve data privacy. For examplender HIPAA nproper handling
of identifiable patient information can result in civil and criminal penalties. For example, an
incidental data breachcan cost $50,00@r more.Aknowing disclosire canresult in a crininal
penalty of $250,000 and ten yegmprisonment[3]. However, f a data privacy practitioner
redacts the dataand determines that the risk of rédentification is very small then the
redacted version can be shared freely without concédor civil or criminal penalties (the
J?7RIJI?LN >7?N7?LGCH,; NM|Chhishjlows-data tOfldRfred ofperialkied but o
HIPAAnever defines how small is small.

) N

7 C

?

4B? JL; =NCNCI H?L MBjl OF=>= I<l?> GHW¥E CNFIF ?(>) (IC'H N B<LON L(

describe vhat that skill, education or experience should be, nor does HIPAA require the
practitioner to publish the basis he used to determine that a medical dataset is sufficiently
anonymous for sharing publicly. As a result, datasets appear in the public andshezed
widely without knowing who made what decisions or why.
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When vulnerability is found in a publicly available dataset, and names are reliably put to
records,the cycle of improvement and learning that should occur doast seem to happen.
The primaryreason is alausethat frequently appearsn a data use agreement that prohibits
anyone who receives the data from attempting to learn the identities of tindividualsin the
dataset.While that ®unds like a gooddea, theseclausesalso typicallyimpose a gag order
that prevents anyone from talking about vulnerabilities he finds or uses. These clauses do not
necessarily stop anyone from identifyingdividualsin the data; they just stop the larger
community from learning about thosedentifications (and therefore prevent addressing
them). These prohibition clauses break the learning cyblgrelyingon anunproven
assumption that the older methods workand by preventing the identification and resolution
of defects in those methodsThe result is no learning and no improvement

Worse, for those who may have the greatest incentive to exploit the data, a data use
agreement with a prohibition clause is a questionable deterrefior example, among the top
multi-state acquirers of statewid hospital data are data analytic companid$§], many of
which have data products thaseem torely on linking statewide hospital data with other
data. Hnancial incentivesmay encourage the exploitation of data vulnerabilities and
outweigh any concerns riged by the data use agreementonversely, a data use agreement
that discourages telling anyone about known vulnerabilitieffectivelypreserves
opportunities for exploitation.

When no one can report data vulnerabilities, practitionecanwrongly interpret silence as
adequate data protection evenvhenserious vulnerabilities continue to exist.

There have been a few cases of scientific studies that demonstrate vulnerabilities in data, but
even then, some practitioners have been reluctant to improve.

Forexample,Harvard researcheand cc-author LatanyaSweeney purchased a copy of

7; MBCHANI H 3N; N?¢M JO<FC-=Fi201%6}. IGéemedkothave | MJ CN;
all hospitalizations occurring in the state in the year, and included patient demaghics,

diagnoses, procedures, attending physician, name of the hospital, a summary of charges, and

how the bill was paid. It did not contain patient names or addressenly the U.S. residential

postal codes known as ZIP codes.

Newspaper stories printedn Washington State for the same year that contained the word

3JBI MICN; FCT?>} | @N?H CH=FO>?> ; J; NC?HN¢M H; G
reason for the hospitalization, such as a vehicle accident or assault. Sweeney assembled a

sample of81 news stories and found that news information uniquely and exactly matched

medical records in the Washington state database for 35 of the 81 sample cases (or 43

percent), thereby putting names to patient records. An independent news reporter verified

matches by contacting patients and found them all correct (editors agreed not to publish any

names without the explicit consent of the patienfp][7]. Matches includedigh-profile cases

such as politicians, professional athletes, and successful businesspeople. Some of the codes

6
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included sensitive information beyond the purpose of the visit, such as drug and alcohol use
and sexually transmitted disease§weeney noted that tis news informationis the same

kind of informationthat a banker, employer, family, frientr neighbor might know about a
patient and could therefore learn the same details from the public dataset. This is #&0
samekind of informationthat a holder of larger collections of related information, such as
prescription data, medical marketing data, dnealth data gathered through mobile phone
apps, has and could use to learn thieealth details on a large number ahdividuals.

After becoming aware of thexperimental results, Washington State immediatedyldressed

the problem by improving the protection of the publicly available version and making a more
detailed version available through an application proce§d][9]. A cycle of learningccurred,
andpriP; =S CGJLI P?>¢€ " ON MI G?BI Q NB? EHI QF?>A? >
having similar data, seemingly because the data privacy practitioners for the other states did
not see orbelievethat the lesson of Washington State applied to their dataatRer than
acceptthat historically accepted methods were inadequate, practitioners reflexively
assumed that the vulnerabilities were anecdotal rather than systenmfrecently, experiments
were replicated on the same kind of data, but from other stad€)]. Proceeding state by

state to demonstrate the same vulnerability seems inefficient, but practitioners seem
resistant to change.

How can we get a glimpse into the decisianaking of those who make data privacy
determinations? Are practitioners making goadecisions? Are they usirgate-of-the-art
knowledge?

In this paper, we write about the unique opportunity we had through a lawsuit to see how
some data privacy practitioners determine whether a dataset is sufficiently anonymous, and
to test whether theirdecisions actually protect privacyCo-author Sweeney provided
independent analyses and experiments and presented her results as an expert witli&ss
authors Loewenfeldtand Perry were the attorneys who represented one of the parties.

The claimeddata protection methods discussed in this paper provide a good example of the
type of ad hoc assumptions about privacy that are common, and how those assumptions
may be proven wrong (as they were her&his paper uses the legal proceeding as an
illustration, but the same basic problems exist throughout the data privacy practi€his

paper is intended as an illustration of these areasaafncern andis not intended as a

definitive statement of the specific facts of the particular proceeding or the legarstards

and results thereinWhere necessary to expand upon or make a point, this paper considers
matters that were not part of the prior legglroceeding andpresents examples of problems
that did not necessarily play a role in that specific proceedifdne views expressed in this
paper are the personal views of the authors expressed solely for purposes of academic
?RIJFI L; NCI H¢ ;H> >1 HIN =1 HMNCNON? ; MN; N?G?H
including The State Bar of California or its Board ati3tees.
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Background

Richard Sander, a professor at the UCLA Law School, studies howlrased law school
affirmative action policies relate to law school outcomes. Believing that data collected by the
State Bar of California¥he Bag) from applicants fo admission would be a good source of
data for his research, in 2008 he requested that the Bar provide him wtlividual-level data

on the race, law school, year of graduation, bexamscore, bar passage result, LSAT score,
law school GPA, and undergradte GPA for evemndividual who had attempted to pass the
California bar examination between 1972 and 2007.

The Bar had never beforgublicly released dataof the typethat Sander requested. Neither

had any other state bar in the countryfhe Bar store confidential information about

applicants, including; H ; JJFC=; HNéM A?H>?L¢ ?NBHC=CNS¢ ; H
attended law school. Further, in its entire history, the Bar never released scores to individuals

who pass the bar examination. The Baoncluded that public release of this data would have

<??H OHJL?=?>?HN?> ; H> =1 HNL; LS NI s JJFC=; HNM
the many rules and statutes that govern the confidentiality of Bar admissions records.

4B7? " ; L L ? D 2gudsR MontBs later SandeMdued the Barcompel disclosure of
the data he sought. An eightear legal proceedingRichard Sander et. al v. State Bar of
California et.al., ensued].

OLI @?MMI L 3; H>?L¢M | LCACH,; Ftain@meth@eduhatceuldF F ? > @I
loosely be described as providing&onymity for some fields of data (but not all fields of

data).In the legal proceedings, Professor Sander assembled a team of four experienced
statisticians, academic researchers, and experterh a data privacy companyEach attested

in the proceedings tdhaving a statistical background but no computational expertise other

than using statistical softwareTo be clear, none of them had expertise in computational

data privacy or had ever worked for a federal statistics office. Still, thpsactitioners

reportedly had been responsible for privacy preparations in dozens of major datasets and

had published papers on data privacy.

TheSander Teanproposed four new protocolsTheyassertedthat the protocolswere based

ontheN? ; GEIM? LMN; H>CHA | @ 3<?MN JL; =NC=?Mj CH NB
protect the privacy of individual baexamtakers while keeping the data useful for Professor

3; H>?L¢¢M MNO>SZ 4Ql JLINI=IFM L?@F?dedA> P; LCI
which data to include, excludgor aggregate. The third protocol relied on a physical enclave

which allowed visitors access to the data while in the enclave and limité information

that could leave the enclave. The final protocol involved constting a statistical database of
standardized (or relative) values.

l'@N?L ; NLC; F¢g NB? 30J?LCIL #1 OLN I @ #; FC@l LH
of individual-level data from the Baf1l]. At the trial, he Court considered the followig
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guestions: (1) Could the information be provided in a form that protected the privacy of

' JJFC=; HNM? ; H> 8au&a $C> ; HS =1 OHN?LP; CFCHA CH
>CM=FI MOL??2 4B? #1 OLN >?2=C>7?> NB; ¢ JOLMO; HN
information could not be provided in a form that protected the privacy of applicants and that
HOG?LI OM =1 OHN?LP; CFCHA CHN?L?MNM | ONQ?CAB?>
based itsdecision on five independently sufficient grounds.

1. Disclosure of the requested records would require the Bar to create new records,
which no public agency is required to do under ti@alifornia Public Records Act
(CPRAZ ! ==1 L>CHA NI NB? #1 OLN¢g ?; =B | @ 3; H>?]|
=B; HA? M Bl éxistiNgBdata dnd thegcreation of new records. For example, the
protocols require the Bar to recode its original data into new values. Using the same
reasoning, the Court found that the data enclave protocol is not a valid remedy under
the CPRA, as it wibd require the Bar to create a data enclave.

2. Disclosure of the requested records is barred by California Business and Professions
Code, which prohibits disclosuredata G; S C>? HNC@S ; H CH>CPC>O0;
Court found that disclosure of the datpursuant to all of the protocols presented a
risk that individual applicants may be rédentified from the data or rendered the data
of minimal to no value such that disclosure would be unwarranted. Considering
extensive testimony, the Court found that thpercentage of unique records that exist
after application of three of the four protocols is significantly higher thander
acceptable norms. In particular, minority groups are more vulnerable to re
identification than their White counterparts. The Courélso found considerable risk in
J; NNLC<ON? >CM=FI| MOL ? M¢ j NB; N CM¢ CH@?L?H=

PCLNO? I @ NB?CL G?G<?LMBCJ | @ ; J; LNC=O0OF; L
that required the creation of a statistical database dfB? " ; LM | LCACH; F >
concluded that the datdbasewould offer the least value or utility of any of the

JLI NI =IFMZ 3.1 JOLJI M? CM ; =BC?P?> <S L?KO

computerized gymnastics to anonymize the data containea the Admissions
Database such that it might be subject to disclosure, when the information has
GCHCG; F | L HI P; FO? CZj

3.#;, FC@ LHC; "I P?LHG?HN #I1 >? ?2R?GJNM @LI G =I
disclosure of which is exempted or prohibited pursuanttofed. ; F | L MN; N? F; (
Because disclosure of the requested records is prohibited by Business and Professions
Code, the Court found that the Bar met its burden under thigli@rnia Public Records
Act section[11]].

4. Disclosure of the records is an unwarranted invasion of privacy and is thus exempt
from disclosure pursuant to California Government CofEl]. In balancing the public
and private interests served by disclosure or naiisclosure, the Court concluded that
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individual applicants would suffer realvorld consequences as a result of public
disclosure of their private data.

5. TB7? "; L MBI Q?> NB; N 3JNB? JO<FC= CHN?L?MN M7
outweighs the public interest served by disclosure ofthe? =1 L>¢j ; H> CM NB(
from disclosurepursuant to California Government Codé1]. The Court found that
non-disclosure of the requested data would protect the general public from adverse
consequences resulting from public disclosure of the data, pf@ =N NB? " ; LM ;
collect and release data in the future, and protect the Bar from the burdens imposed
by disclosure.

The California Public Records A¢CPRA)

At the time of trial, the governing privacy standard for the case was the Californiaiubl
Records Act@PRA[11], which requires disclosure of governmental records to the public

upon request, unless exempted by law. It is important to note that the general principles and
standards discussed in this paper with respect to the CPRA are najumio California.

Indeed, many other state public records laws and the federal Freedom of Information Act
(FOIA)J12] have similar standards. The CPRA was, in fact, modeled on its federal predecessor,
FOIA.

Pursuant to the CPRA, anyone can request to iespor request the disclosure of public
documents[11]. The purpose does not have to be stateahd access to the released data
cannot be conditioned on a data use agreemefht. fact, once public records are provided to
one requesterin this setting the same records must be produced to anyone in the public who
seeks themThere are numerous sections in the CPRA that exen®tain records from
compelled disclosure. For exampléjsclosure isnot requiredwhen otherwise prohibited by
federal or state lawif disclosurewould constitute an unwarranted invasion of privacy, oif

the public agency can show that the interests in nalisclosure clearly outweigh the interests
in disclosure of the requested information.

Generally, public record requests cannot cqral a government agency to create a new
database;a requestercan only ask that existing records be redacted (some items removed)
or recoded (usuallyeplacing values with less precise onggnd the effort involved to do so
has to be reasonabl§l3][14][15]. Earlier, a court found the State Bar of California, an
administrative arm of the California Supreme Court, to be subject to public record requests.

Thisis a fundamental principle of pulit records law which provides access teecords not

access to information A local agency has no duty to create a record that does not exist at the

time of thereques{16][133 € 3) N CM Q?FF M?NNF?> NB; N ; H ; A?
a docunment that does not exist in order to satisfy a request . . . [A] requester is entitled only to
L?=1L>M NB; N ;H ; A?H=S B; M [TUHS.@hus, NhiledB| M? H NI
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agency can be required to redact, extract, or rearrange existing dataagency cannot be
required to change its existing data or to create new data.

&l L ?R; GJF?¢ ; =CNCT?HM¢ | LA; HCT; NCI H¢ 3NO>?H
seeking release of reconnaissance photographs in a lower, {atassified resolution fothe

Department of Statg19]. Despite the fact that producing the loweesolution photographs

Q; M ; N?=BHC=; FFS NLCPC; F JLI =?MM¢ NB? =1 OLN
because it would have required the Department of State to create nevewnents.

By way of another example, the Center for Public Integrity sought data from the Federal

#1 GGOHC=; NCI HM #1 GGCMMCI H a8 &##oa ; H> L?KO?MN?>
responses with numerical ranges or an indication of whether the deleted respeswere zero

or greater than zero[20]. The court rejected such reoding as creation of a new record.

If the circumstances under the various CPRA/FOIA exemptions are met, or disclosure requires
an agency to create new documents, disclosure cannot benaelled, although under some
circumstances an agency could choose to release the data voluntarily.

This paper does not attempt to addresshetherNB? NLC; F =1 OLN¢gM MJ ? =C @C
findings were correctinstead, this paper uses the facts develeg at trial as an illustration of

data anonymity problems froma ; N; JLCP; =S JL,; stNe@iodciité LM J ? L
protecting the datg and whether the approacts effective.

In order to appreciate both the protocols that th8ander Teanpresented and the
approaches that we used to assess their protocoysu need to know how data having no

H: G? MCa2HNC@C?> >; N;jo =;H B;P? H; G>2M ; MMI =C;
ideHNC@C=; NCI Hj = ; H> BI Q NI =1 GJON? G?; MOL?M | @
G?; MOL?M NI : MN:H>:L> 83NB? ()0!! 3, @2 (;L<lI

. HI1 HS GWeN8scribegZand unpack each of these terms and concepts below.

De-identification and theSafe HarborProvision of the U.S. Health Insurance Portability and
Accountability Act (HIPAA)

Sanderand histeam wanted to convince the court thaits protocols were sufficient, so at
times they made comparisons to th8afe Harbor Provision dhe U.S. Health Insurance
Portability and AccountabilityAct HIPAA[2].

HIPAA provides four ways of sharing health data beyond patient care. One is the expert
determination provision described earlier. Another is the Safe Harbor provision. The HIPAA
Sak Harbor provision is prescriptive. It requires eliminating 16 kinds of patient identifiers
(including patient name, Social Security number, email address, and telephone, account, and
all other record numbers) and generalizing date and geography informatidates must be
reported as year, and the smallest reportable geographic subdivision is the first 3 digits of the
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ZIP (postal) code (unless the thredigit zip code contains fewer than 20,00dividuals, in
which case it is reported as 00[®1]. Persond health information redacted in this format can
be shared widely, online or offline, with no restrictions and without a data use agreement.

The HIPAA Safe Harbor uses a traditional pillar of data privacy known asleletification o
the removal of expliciidentifiers from data to make the result sufficiently anonymous. The
rationale behind deidentification is simple. If a individual cannot be distinctly identified in
data, then no one can be directly harmednd so the data can be shared widely. The
redactions should prevent others from learning the distinct identity ohandividual (thereby
protecting the individual from harm), while the dataset as a whole should retain useful
information for worthy purposes.

The HIPAA Safe Harbor is conveniefsttesarcher can easily comply with the HIPAA Safe
Harbor by merely making the appropriate data redactions. Visual inspection confirms
compliance. No special computer programs, statistical modeling, or advanced analysis is
necessary.

HIPAA does not require a zerisk of reidentification. In 2011 El Emam et al. conducted a
review of 14 published rédentification attacks[22]. Of the 14 examples, the authors dismiss
11 as being conducted by researchers solely to demonstrate or evaluate the existence of a
risk of re-identification, not to perform ary actual re-identifications havingresults thatare
verified as being correcbr not. They classify the work of Narayanan and ShmatiKag] asin
this category. Narayanan and Shmatikov demonstrated the posstiibf re-identifying
published Netflix rental histories from the (identified) movie reviews submitted by Netflix
customers.

) N

/| @ NB? L?G; CHCHA 3INB8:2?ANC®@QO; NCE HMjagtho®E ? %6083 GL

dismiss two as having standards belovadse set by the HIPAA Safe Harbor. The authors
promote the remaining study by Kwok and Lafky as being HIPAA compliant and as having a
very low risk of redentification [24]. Kwok and Lafky associated names to 2 of 15,000 (or
0.013 percent) HIPAA Safarborocompliant hospital admission records of Hispanics by
matching {ethnicity, year of birth, gender, first 3 digits of ZIP, and marital status} to marketing
data that also included name and address. [In their very shomp&ge paper, they generalize

the rate to 0.22 percent based on undocumented assumptions, so we use the 0.013 percent
that they actually reported as their experimental result.]

More generally, Sweeney used 1990 Census data to estimate that 0.04 percent of the United
States population was unigely identified by the basic demographic fields allowed by the
HIPAA Safe Harbarnamely, {year of birth, gender, and first 3 digits of Z[P%]. Both the

study by Kwok and Lafky and the study by Sweeney only examined demographic fiatab

both found low likelihoods for unique radentifications.

12
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In a recent study, Sweeney et al. demonstrated a uniqueadentification rate in HIPAA Safe
Harbor data of 20 percenf26], which of course, is orders of magnitude greater than the 0.013
and 0.04 percentatesjust discussed. This new study uses fields beyond demographics to
make matchesWith a 20 percent redentification rate, the new finding makeshe idea of
comparing redacted datasets to a rate permissible undie HIPAA Safe Harbor extremely
problematical. However, the work by th8ander Teanpredated this finding, so unless stated
otherwise, we will use the 0.04 percent value for comparison.

Reidentification

When sharing personal data widely, the biggest privacy threat teidentified data isre-

identification nthe ability for an interested party to use reasonable effort to match details in

the de-identified dataset to distinctindividuals¢ 7 ? OM? NBihdivi®Ralk G N} HL G @2 L
to having sufficient information to identify a individual by name. If specific records in a de

identified dataset can be associated with one or few namiedlividuals, then we say the

dataset is reidentified. Harm from a reidentification may result if sensitive information

contained in the data becomes known about nameddividuals. For example, when Sweeney
re-identified hospital discharge data released by WashingtState, her reidentification

exposedrecoor M NB; N CH=FO>?> M?HMCNCP? CH®@I LG; NCI H |
>LOA >?J?H>?H=S¢ ; F=IB.F OM?¢ ¢; H>3 NI <; == 0

' JOHEASOHNC?@C=; NCI Hf | ==0LM QB?H ; L?=1L> CH
individual. For example, Swetd ? S didéntific&tion of de-identified health records from
WashingtonState correctly matched one name to one recoliid 43 of the sample of 81 news

stories|[6].

I JALLOIHNEZE@C=; NCIH} | ==0LM QB?H I H? I L ; @?Q
number of namedndividuals. Both unique and group rédentifications raise privacy
concerns.A oneto-few match or a fewto-few match can be just as damaging as a etteone
match. For example, showing that a record in a dl@entified dataset of lead poiening cases
belongs to one of few namethdividuals would allow all theindividualsin the group to suffer
the same adverse consequencgsven though only onendividual actually has the lead
poisoning. As another example, a group-i@entification of de-identified health records
showing that six of seven nameddividuals have a genetic disposition toward cancer would
result in each individual being equally likely (6 in 7) to have that condition, including the
individual without the condition.lIt is well ecognized that oneto-few and fewto-few re-
identification poses privacy risks similar to unique 4identification [27].

Reidentification Strategy

I LL>P?HNC@C=; NCI'H MNL; N?ASj CM ; G?; HM NI ; MMC
individuals or addresses) whose information is believed to appear inidentified records.
Approaches typically include a stepwise process applied to various datasets, where one of
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the datasets is the dedentified dataset itself. We use figlentification strategies b show
whether a protocol presented by th&ander Teanprevents reidentification.

The relevant outcome of a reentification strategy is usually a set of sufficiently small group

reeC>? HNC@C=; NCI HMZ -CI>B??H NG @IC =; NeCH OfEga?dsCaml @N B.?7? HO G+
identified, regardless of whether the correct identification is included. If only unique re

identifications are of interest, then the number of felentifications is the number of ondo-

one associations found. Whelarger-sized groups are levant, then the number of re

identifications is the number of groups. For example, consider adentification having 4

groups, with 2 namedndividualsin each group. One person in each of ttveo-persongroups

is believed to be the correct person, but the-réentification strategy does not distinguish

which of the two namedndividualsthat individual might be. Therefore, the number of re

identifications is 4, onendividual from each group.

A reidentification is not necessarily correct. There may be strong reason to believe the

; MMI =C; NCIH CM =1LL?=N¢g ?P?H -Cxa ICNNC @0k ;QONLC IHA{Z T
identify whether a given radentification actually identified the correcindividual. If a reliable
re-identification strategy strongly associates a record taandividual incorrectly, then the
incorrectindividual will likely suffer the same harm as if he was the correadividual. This is

particularly true where the identification izinknown to the identifiedindividual, who

therefore has no ability to correct any miattribution. Therefore,incorrectre-identifications

and correct reidentifications are both important.

YH JLCI L QILE¢ 3Q??H?S CHNL ¢ mOberofndividBaksthadt | NCI H
match one or more dadentified records indistinguishably[6][28][29]. Unique re

identifications have a binsize of 1, denoting a single etteone matchup, uniquely

identifying theindividual. A binsize oklists Apossible mdches to a singleecord.

The number of unique radentifications is the value at binsize 1 (we write1). Past
government data sharing policies expected no-rgentifications for binsizes of 5 or les€( ) S
(e.g.,[30]). Recent government data sharingoficies proscribe no redentifications for

binsizes of 10 or less=(, Y{€.9.[31]). Guidelines for defamatioases suggest tha finding

of defamation requiresvinsizes less than 20«<2) (e.g, [32]) internationally or 25 (e.qg.,
[33][34]) in the United States. Therefore, in discussions about the protocols from the Sander
Team, we report the number of rdentifications for A&=1, k<5 k<11 and k<2Q unlessa

different level isexpressed byhe Sanderream.

AreC>?HNC@C=; NCI H MNL; N? AS Cx*[33bb@sirigkll ; 3L CME
distinct individuals named in the reidentified groups from size 1 té. Risk pools are

important because they identifyothers whomay be harmed indiscrimiately. In the prior

example in which the results of a fielentification strategywere4 groups of two named

individuals (binsize =2), then 8 namedndividuals are in the reidentification pool, and the

total number of reidentifications is 4. Notice thathe risk pool, as defined here, relates to a

14
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re-identification strategy. Another radentification strategy operating on the same de
identified dataset may generate a different risk pool.

k-anonymity

How could databe released with limited or virtually naisk of reidentification? To eliminate
risk of reidentification, data must adhere to a formal property that provides a privacy
guarantee. Computer scientists have introduced such models. The first formal protection
model wask-anonymity, which guaranteeshat each record released will ambiguously map
to at leastkother records[28][36]. Therefore, you cannot do better than guessingAithat
any particular record belongs to a nameddividual. If data arek-anonymized, there would
be by definitionno small group reidentifications less thank, and eachi-sized group would
be indistinguishable. This guarantee would hold regardless of the amount or nature of
redaction.

We introduce the notion ok-anonymity inthis writing because the Sandeream often
asserted that theymade datasets adheing to A~anonymity (k-anonymous data) whenas we
show, thatwas not the case.

Methods

We assess privacy (i,ee-identification) risks in each of four protocols provided e
SanderTeam, who decided on the number and nature of these protocol$ie Team was
provided a detailed version of the Bar data for the purpose of producing sufficiently
anonymous versions of the data; these data had no names or explicit identifiertsvieere
considered sensitive and identifiable. The Sander Team used these data to demonstrate its
protocols. The assetion wasthat each protocol protects privacy while remaining useful for
OLI @2 MMI L 3; H>?L¢M MNO>S(C

The proposed protocols have as their impthe underlying raw data from the bar (Bar Data)
and as their output a candidate dataset for public disclosure. We perform a privacy
assessment on each protocol by identifying privacy risks and performing sample re
identifications to further demonstratethose risks.Our goal is to test the hypothesis proffered,
but not demonstrated scientifically, by the Sandd@ream that their proposed protocols
prevent reidentification of data of this sort.

Data and Tools

In preparing this paper, we used the public rembfrom the litigation, including publicly filed
expert reports concerning the underlying source data, descriptions and datasets from the
Sander Team for four protocols, and information filed in the public Court recofdedid not
useany of the underlyingprivate data except to the extenthat analysis of it was presented in
open court during the litigationWe also used other data and information available on the

15
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Internet, the Stata program, a spreadsheet program and the Python programming language,
all working on an offthe-shelf laptop.At times, we refer to and use data that Professor
Sander received in response to other public record requests directly from law sch@sdtow

are further descriptions of the datasets and protocols.

Bar Data

WetermNB? L?F?P; HN L; Q >; N; B?F> fThe BaBDatasét; FC @l L |
hasfields for the race, law school, year of graduation, bar score, bar passage result, Law

School Admission Test (LSAT) score, and law school gpeuint average (GPA) favery

individual who attempted to pass the California bar between 1977 and 2008 " ; L ./A&; N; | &
set forth in the trial record, the Bar Dataset has a total of 139,338 rows, one row for each bar

taker.

Figure 1 lists the fields of the Bar Dataset. The gderecord set forth below describes a
hypothetical(i.e., invented for purpose of illustration)Ahite individual who graduated from
Stanford Law School in August 2000 with a 75.1 GPA.ifAdieidual had an LSAT score &6
and passed the bar after multife attempts. His test scores, which even he does not know,

appear in the data, andreF CMN? > : M 3U0Tssj :M :H ?2R; GJF? Ct

Sample

Field Name Field Description Record

recnum A madeup unique record number for this study 110240

lawschool Name of law school Stanford

gradYr Month andYear of graduatiofyyyymm) 200008

LSAT LSAT scor@0-48scale or120-180scale) 136

GPA Law School GP@ifferent scales possible) 75.1

race Race/Ethnicity8 distinct possible values) White

result Passedat | @ranétpassg b 2t ) aace¢ Pass

tries Pased after multiple triesd & a dzf G A ¢ 2 Multi

scores List of scores by area of the exam MO TCX

Figure 1Fields of raw data about bar exam takers held by the California Baluesfor race

are: American Indiamr Native Alaskan, Asian, Black, Filipino, Hispanic, Indian Subcontinent,
Pacific Islander, or White. *The actual test scores were not part of thexdested in the

litigation but were part of what was requested to be released.
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recnum
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024

S

lawschool
Whittier

Whittier

Whittier

Whittier
Pepperdine
Pepperdine
Pepperdine
Pepperdine
Boston University
Boston University
Boston University
Boston University
Pace

Regent
Southland

New York

South Bay
Central

Valley

Drake

Stanford
Stanford
Stanford
Stanford

S

gradYr LSAT GPA
19986 141 91.78
19987 128 85.09
19987 132 70.36
19988 134 70.36
199810 143 70.59
200006 132 92.65
200006 144  84.2

200006 148 67.45
200808 141 98.65
200808 148 67.51
200808 151 70.94
200808 141 70.94
200610 161 84.15
200610 163 70.36
200611 151 70.59
200611 136 81.75
200612 137 70.94
200612 138 86.9

200612 139 85

200801 139 80.38
200106 136 80.2

200106 157 82

200106 148 82.21
200107 158 80.37

S S S

race
White
Asian
Asian
Hispanic
White
White
White
White
White
White
Black
Black
Hispanic
Black
Asian
White
White
White
Asian
Asian
Asian
Asian
Asian
Hispanic
S

result
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass

S

tries

Multi

Multi

Multi
Multi

Multi

Multi
Multi

Multi

Multi

Multi

Multi

Multi
Multi

S

I HI HS G| aibhtifgdtichdvoifl ¢ N - ;

scores

Figure 2Hypothetical illustration of the first rows of data from the Bar Dataset and the Bar
Pass Dataset. Values are invented for purpose of illustration. We cover the valussdoes
as a reminder that the actual data would include the bar scores. Taenumfield only
;JJ?;, LM @ L

NB? L?,;

>?LEgM <?H?@CN NI

NL; =

A subset of the Bar Dataset containing the records of thossividualswho passed the

California Bar Exam, and by virtue of passing, satisfied tbaterion to become members b
the California Bar. Of the 139,38&dividuals reported in the Bar Dataset, 116,535 of them
?P?HNO; FFS
individuals (or rows) and the same fields as the Bar Dataséte samplerecordin Figure 1
would be included in both the Bar Dataset and in the Bar Pass Dataset.

J;

MM? >

N

B? "

o

77?

E

E?

)

L?

N

N?LG NBCM MO<M?
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Protocol Data

The Sander Team provided 4 protocols. For each protocol, we received a textual description
of the protocol, the Stata code to produce a versiondsdta from the Bar Dataetthat adheres

to the protocol, and a dataset thathe Sander Team asserted was the resulteofecuting the
protocol on the Bar Data. In summary, for each protocol, we had text and code descriptions
of the protocol as well as a datet that was the implemented instantiation of the protocol on
the Bar Data. The underlying data and protocol datasets weraler a protective order and

not filed in the publicrecord andwere not usedor purposes of this paper (although the

paper reportsanalysis of those materials publicly revealed during the litigation).

In places the textual description and the Stata coddat we received from the Sander Team
which should have been consistentyere not. In cases where there waonflict between the
written description and the codeweusedthe Stata code as the authoritative souragless t
seemedin error.

In presenting this materiahere, we often simplified the data and protocol descriptions we
received for presentation efficiencyin doing so, wedook care not to change or alter the effect
of the protocols on the data, or to make any changes that would otherwise impact our
privacy assessments.

One of the protocols purported to usépanonymity wherekcCM UUFX¥ Q? N2?LG NBCM
Anonymity Protocolj ! HI NB? L J L | -Nronyrity Protdcdl &d mNaBle furtbel

=B; HA?M NI CN¢g¢ MO=B ;M L; H>I GFS L?GI PCHA L?=I
The third protocol used a sequestered facility in which visitors access the data term this

NB? 3 %H=F;jP&CHL IFFNIS®%I WNB? F; MN JLI NI =1IF JLI >0=7?
N?MN M=1L?MY Q? N?LG NBCM NB? 33N; H>; L>CT?> 0
protocols appear below.

11-Anonymity Protocol

Asits title implies, the Sander Team asserts that the UAH | H S GRiobé &} adheres tok-
anonymity wherekis 11(which is£ . YIf attempts to do so in the 9 steps enumerated in
Figure 3. However, and this is a critical failure, it only enforéesnonymity across certain
fields in the data.

In the first stepthe Sander Teani1l-AnonymityProtocol dropsrecords of unusual and older

test-takers. In step 2it reducesthe numbers of races from 8 to 4, by generalizing

designations of Asian, Indian Sufontinent, American Indian, Alaska Native, Filipino, and

0; =C@C= ) MF; H>?L CHNI 3/ NB?L}j 8aM?? &CAOL? 0; &

In step 3the 11-AnonymityProtocol generalizesthe law schools into categories by changing
the data from the name of the school to Class One, TatioThree, lased on classifications
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provided by the Sandefeam. Class One schools were supposed to have the mosttadstrs
taking the Bar exam and Class Three schom$ave the fewest testakers. Additional
processing occurs in subsequent steps on teaker reards from the Class Three schools.

In steps 4 and %he 11-Anonymity Protocol replacesthe year of graduation with 3or 6-year
ranges for the popular Class One schools and witligar ranges for the less popular Class
Two and Class Three schools.

The 11-Anonymity Protocol removesthe names of the Class Three schools in step 9, but

before that occurs, in steps 6 and if appendsinformation about the distribution of LSAT

scoresin each Class Three school graduation cohort. Specificallgomputesthe average

LSAT and the quintile or decile in whichthetelt; E? LM , 3! 4 | ==0LM ; GI HA
same Class Three School and graduation periticaddsthe information to testtaker records

using some additional data fields. Quintiles are used for tleo®sttakers in the 19821990

graduation cohort, and deciles are used for those in the 199999 and 2002008graduation

cohorts. This only applies to testakers in Class Three schools.

Finally, in Step 8the 11-Anonymity Protocolrecodesrace in cases where the numbers of

Blacks and Hispanics or the numbers of Whites and Others is less than 11, singly or jointly, in

Class Three Schools.dfgroup oftest-takers having the same Class Three school and

graduation period has less than 11 Rlkes or 11 Hispanics, then if the sum of the two is 11 or

more, it changesthe raceof those Black and Hispanictedt ; E? LM NI 35H>?L 2?JL
- CHI LCNSj alMieP2umetsAi®Blacks aindkHis@anics combinstil do not total

to at least 11, henit blanks out the raceof those Black and Hispanic tegtkers.

Similarly, ifa cohort oftest-takers having the same Class Three school and graduation period
includesF ? MM NB; H UU 7BCN?M | L-cddtident} Ameémanlinklian, o ! MC; Hy
Alaska Native, Filipino, and Pacific Islander), then if the sum of the two is 11 or ntoee] 1-

Anonymity Protocolchangesthe race of thosetesN; E? LM NI 37BCN? ; H> / NB
4b).1f the sum ofthe White and Other testakers is still not at leas11, thenit blanks out the

raceof those testtakers.

Thell'! HI HS GCN S re@ult is Aldatadetfh@vidig the 14 fields listed in Figure 5. As an

example of how the data appears, Figure 6 shows the results of applying tharidnymity

Protocol (Figure3d) on the hypothetical sample of the Bar DatagatFigure 2. The changes are

clearon visual inspection. Instead of reporting the graduation month and yegr4gdYnn

Figure 2), graduation appears in multiear ranges §radPeriodin Figure 6). The racef d\sians

and all other testtakers that are not Black, Whit¢ L ( CMJ; HC= CM SeshBalsHA? > N
are additionally labeled, M 3 # Fj MM# F HMM 4 QI ¢ jschbolCatégérim; MM 4 BL ?
Figure 6).

Testtakers from Class Three schools report mdr8AT information. The average LSAT score
forthetestN; E? LM M=BIl | F ; H/LSAI Figer®6) Nnd théldedlewittonl > o
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that distribution forthe testN ; E ? L gsddreis &peaded fecile0C08in Figure 6). The
fields quintile82-90and decile91-99are not shown in Figure 6 because in this example they

have no valuesbut for some Class Three tesakersthey would have values.

I HI HS G| aibhtifsdtichdvoifl ¢ N

Step 1.Preliminary Steps

1.1 | DRORest-takers attending more tharone law school

1.2 | DRORest-takers who graduated prior to 1982

1.3 | DRORest-takers from unaccredited and correspondence schools

1.4 | DRORest-takers missing bothLSAT and GPA scores

Step 2.Recoderacefrom 8 values to 4 valueas follows:

2.1 | Recoderace(See Figure 2)
IF raceis one of"White," "BlackK', or"Hispanic', THENacestays the same
ELSEace="Other"

Step 3.ADD a field for namedc/o/Chssand populatebased on/awschoolasfollows:

3.1 | schoolCategory'Class OnelF lawschoofis one of:

"California Westerh, "LoyolaLos Angeles "Pepperdinég’, "MdGeorg€,
"Santa Clarg, "Southwesterrt, "Stanford’, "UC BerkeleY, "UC Davi,
"UCHastings', "UC Los Angelés"UC SarDiegd', "Univ of San Francisco
"USCLaw School', "Western Stat&, "Whittier"

3.2 | schoolCategory'Class Twb IF lawschoolis one of:

"Chapmar!, "Golden Gatg, "Thomas Jeffersoh, "BostonUniversity",
"Columbid', "Duké', "GeorgeWashingtor!, "Georgetowrl, "Harvard’,
"New York University, "Northwesterni', "Tulane", "University of Michigah,
"University of Virginia

schoolCategory' Class ThreeOTHERWISE.

|

Step 4.ADD a field namegradPerioato storethe graduation yearasa multi-year range

Step 5.Aggregate graduation yeargad Yy based on schoobchoolCategoryfrom step 3) as follows:

5.1 IF schoolCategonjis " Class Ong& THEN:

gradPerioa="1982-1987"IF gradYrs one 0f1982,1983,1984,1985,1986,1987

gradPeriod="19881990"IF gradYiis one 0f:1988,1989,1990

gradPerioa="1991-1993"IF gradYrs one 0f1991,1992,1993

gradPeriod="1994-1996"IF gradYiis one 0f:1994,1995,1996

gradPeriod="1997-1999"IF gradYis one 0f1997,1998,1999

gradPeriod="2000-2002"IF gradYiis one 0f2000,2001,2002

gradPerioa="2003-2005"IF gradYrs one 0f2003,2004,2005

gradPeriod="2006-2008"IF gradYiis one 0f2006,2007,2008

5.2 IF schoolCategonyis " Class Twb or "Class Threg, THEN:

gradPeriod="19821990' IF 1982 <gradYr<=1990

gradPeriod="19911999 IF 1991 <gradYr<= 1999

gradPeriod="20002008' IF 2000 <gradYr<= 2008

53 DROPgradYrield

Step 6.ADD fields:avglL SAJquintile 82-90, decile 9199 and decile0308

Step 7.Additional processing only fotest-takers havingschoo/Category'Class Threéschools:

7.1 | Droptest-takers FROM Class Three schools
having fewer than 2@est-takers with samegradPeriodfrom step 4)

7.2 | CREATE a new tableSAT TABLEaving fields:/lawschool gradPeriod,and meanL SAT

and populate with the average LSAT value for edelwschool gradPeriodpair
THEN sort LSAT TABLEgmadPeriocthen meanl SAT

20
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7.3 | IFgradPeriods"19821990', THEN
LOOKURawschoofor gradPeriodin LSAT TABLE to determine quintdé/awschool
THEN SEQuintile82-90to that quintile value (1, 2, 3, 4 or 5)
7.4 | IFgradPeriods"1991:1999', THEN
LOOKURawschoofor gradPeriodin LSAT TABLE to determine dedie/awschoo/
THEN SE®ecile9299N1 NB; N >?=CF? P; FO? oaU¢ ug U¢
7.5 | IFgradPeriodls 20002008, THEN
LOOKURawschoofor gradPeriodin LSAT TABLE to determine deai/awschool
THEN SE®@ecileOG08N | NB; N >?=CF? P; FO? aU¢ ug¢g U¢
7.6 | SETavgLSATo the value ofmeanL SA Tor gradPeriod lawschooffrom LSAT TABLE|
Step 8.Redactracebased on cell size (k<11) of those who passed the bar, as follows:
FORest-takers having the same values fdawschoo| gradPeriod and result="Pass, DO:
8.1 | IF the number ofest-takers havingrace="BlacK' is less than 11, THEN:
SET race #Under Represented Minorityfor Blacks and Hispanics
IF the number ofest-takers havingrace="Under Represented Minorityis less than 11, THEN:
ERASE race (blank the value out) for these black and Hispasictakers
8.2 | ELSE IF the number tést-takers havingrace="Hispanic' is less than 11, THEN:
SET race #Under Represented Minorityfor these Blacks and Hispanics
IF the number ofest-takers havingrace="Under Represented Minorityis less than 11, THEN:
ERASE race (blank the value out) for these black and Hispasictakers
8.3 | IF the number ofest-takers havingrace="0Other" is less than 11, THEN:
SET race =White and Othet for these White, Asian, Indian, etiest-takers
IF the number ofest-takers havingrace="White and Othetis less than 11, THEN:
ERASE race (blank the value out) for these White, Asitintest-takers
8.4 | ELSE IF the number tdst-takers havingrace="White" is less than 11, THEN:
SET race “White and Othe't for Whites, Asians, Indian Stdpntinent, etc.
IF the number ofest-takers havingrace="White and Othetis less than 11, THEN:
ERASE race (blank the value out) for these White, Asian, Indianestetakers
Step 9 ERASHawschool(blank the value out) for allest-takers havingschoo/Category'Class Threé

Figure 3 1:Anonymity Protocolthat is supposed toanonymizethe Raw Dataseby
producingthe 11-Anonymity Dataset having fields described kigure 4

American Indian or Alaska Native Other (primarily Asian)

Filipino Hispanic
Pacific Islander Black
Indian Sub-continent White

Asian White and Other (~Asian)

\\

Hispanic
Black
White

Underrepresented Minority
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American Indian or Alaska Native Other (primarily Asian)

Filipino Hispanic
Pacific Islander Black
Indian Sub-continent White
Asian White and Other (incl. Asian)
Hispanic Underrepresented Minority
Black /
White
(b)
American Indian or Alaska Native Other (primarily Asian)
Filipino Hispanic
Pacific Islander Black
Indian Sub-continent White
Asian White and Other (incl. Asian)
Hispanic Underrepresented Minority
Black %
White

(€)

Figue4.11-! HI HSGCNS e@ddihghl race ffomh Bar Data (left) to #nonymity

Protocol (right) (a) Rduces the number of raceral ethnicity values from §left) to 4 in the

first steps of the protocol (see Step 2 in Figure®)en, in (b) recoding of race for less popular

M=BI | FM 8 3 #F; Midreate® taCe¥3aluekidn 8tb6l Radd »alue

J5H? LL?2JL?M?HN?> - CHI L GHNS |3 7N N'PE WHitE; AdiaN B(?7AMJ ; H(
Indian Sub-continent, American Indian, Alaska Native, Filipino or Pacific Islande)yThe

original 4 values were distingthowever, thefinal 6 valuesoverlap. For examplea Blacktest-

taker=1 OF> ;JJ?;L ;M 3"F; =E} IL ;M ; HAa@mH>?L 2?1
testtaker=1 OF> ;JJ?;L ;M 3/ NBpPL} IL ;M 3F7BCN? ; H>

Field Name  Field Description

recnum Unique record number for thistudy

lawschool Name of law school (erased in some cases)
gradPeriod Graduation in a 3, 6 or 9 year range

LSAT LSAT scord(-48 scale or120-180scale)

GPA Law School GPA (different scales possible)
race Race/Ethnicity (6 overlapping values)

result Passedd t I &randétpassg b 2 G ) | & & ¢
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Field Name  Field Description

tries Pased after multiple triesé & a dzf G A € 2 N
schoolcategory  School popularity level (One, Two or Three)
avgLSAT Average LSAT for original school gnadPeriod

LSATyuintile amongClass Threa O K 21282-9Da
quintile82-90 LSATs

LSATecile amongClass Thread O K 2 991-9%
decile91-99 LSATs

LSATecile amondClass Three scha»2Z000-08
decile00-08 LSATs
scores* List of scores by area of the exam

I HI HS G| aibhtifsdtichdvoifl ¢ N

Figure 5 Fields of 1JAnonymity Dataset as produced by the #nonymity Protocol (Figure
2).

rec grad school avg decile
num  lawschool | Period | LSAT GPA race result tries | Category | LSAT | 00-08
1001 Whittier | 1oor |141 9178 White  Pass  Muli g'rf‘ess

1002 Whittier igg; 128 8509 Other | Pass g'r?ess

1003 Whittier igg;‘ 132 70.36| Other | Pass g'r?ess

1004 Whittier | 1oo. |134 70.36 Hispanic Pass  Muli g'r?ess

1005 Pepperdine igg; 143 70.59 White Pass glr?ss

1006  Pepperdine ;88‘2} 132 92.65 White  Pass  Multi g'r?ess

1007 Pepperdine| 5000 | 144 842 White  Pass  Muli | goo

1008 Pepperdine| 5000 | 148 67.45 White  Pass Slass

1009 BostonU gggg 141 98.65 White Pass Multi _lC_:\I;js

1010 BostonU 3883 148 67.51 White Pass .Ic-:\llijs

1011 BostonU gggg 151 7094 Black  Pass  Mult %';js

1012 BostonU ;883 141 70.94 Black Pass Multi .I(E\Ilsjs

1013 Pae gggg 161  84.15 Hispanic Pass %?ZZ 159 | 7
1014 Regent gggg 163 70.36 Black  Pass  Multi (T:L?ZZ 153 |6
1015 Southland gggg 151  70.59 | Other Pass ﬂf:zz 164 |9
1016 New York gggg 136 8175 White  Pass  Multi (T:L"’;Zse 142 |1
1017  South Bay ;883 137  70.94 White Pass %ﬁz 145 |3
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rec grad school avg decile

num lawschool | Period | LSAT GPA race result tries | Category| LSAT | 00-08 | X
1018 Cenmal | 5000 | 138 869 White  Pass  Muli ﬂ]"’;zz 142 |1 X
1019 Valley ;883 139 85 | Other | Pass %"’:ZZ 145 |3 X
1020 Drake gggg 139  80.38| Other | Pass  Multi %?ZZ 149 |5 X
1021 Stanford gggg 136 80.2 | Other Pass glr?:s X
1022  Stanford ;882 157 82 | Other | Pass g'r?ess X
1023 Stanford 2882 148 82.21 | Other Pass Multi glr?:s X
1024  Stanford 3882 158  80.37 Hispanic Pass  Multi g'ﬁ:g X
X X X X X X X X X X X X

Figure 6 Excerptof the first rows ointerim data from the 1tAnonymity Dataseffter

executing the first 7 steps of th&l-Anonymity Protocol(Figure 3 Steps 17) on the

hypothetical excerptof the Bar Dataset (Figure 2Lhanged content is outlined. Fields not

shown arequintile82-90and decile9199because they have no valueand scores, which is

mentioned merely as a reminder that the final data would contain the actual bar scoréise

recn um@C?F> | HFS ;JJ?; LM @ L NB? L?;>?LéEM <?H?@C

In step §the 11-Anonymity Protocolrecodes or redacts racevalues for Class Three schools,
as the protocol deems appropriateélo understand the instructions in step 8, we havo
consider other records beyond those that appear in Figure 6.

For example, Figure 7a displays hypothetical counts of 55 {eiers who graduated from

Pace in 200€008. There are 25 White, 6 Black, 12 Hispaniel > UU 3 AakeBs?@Qng N ? MN
of the Hispanic testtakers is listed in Figure 6¢gnun=1013). The other 54 tesakers do not

appear in the excerpt displayed in Figure 6. Because the number of Blacktédstrs is less

than 11, and the total number of Black and Hispanic teaakers is 18, with is greater than

11,the protocol changes racefor thesetestN; E? L M NI JS5H>?L 2?2JL?M?HN?
7b).Figure 8 shows the change t@gnum=1013 in the 14Anonymity Datasetraceis now

J5H>?L 2?2JL?M?HN?%> QBXH B COWSHisphhit.In EidSp2&ocol.

Figure 7a also displays hypothetical counts of 47 téakers who graduated from Regent in
20002008. There are 27 White, 2 Black, 4 Hispaniel > U0 3 /takeBs? Qng of & MN
Black testtakers is listed in Figure 6¢gnum=1014). Because the number of Black teéakers
is less than 11, and the total number of Black and Hispanic #&sters is also less than 1ihe
11-Anonymity Protocolerases (or blanks out) the racevale for these testakers (Figure 7b).
Figure 8 show the change toegnunm=1014 in the 14Anonymity Datasetyraceis now blank.
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2;=? L?=1>CHA ;H> L?>; =NCHA ; FMI QILEM NB? M;
displays hypothetical counts of 63 tegtikers who graduated from Southland in 20€2008.

There are 31 White, 12 Black, 14 HispanicH> s 3 /-NBR2E M@ ?MN? |-@ NB? 3
N; E?LM CM FCMN?> ; M ! MC; H régHum& QlB)Ohe?othértestH> ; M
takers do not appear in the excerpt displayed in Figure 2 and Figure 6. Because the number of

3/ NB?INj; EPAMN CM F?MM NB; H UU¢ ; H> NBRkersNI N; F HC
greater than 11, we changeacefor thesetes-N; E? LM NI 3 7BCN? FEigde / NB?L
8 shows the change teegnum=1015 in the 1JAnonymity DatasetraceCM HI Q 3 7BCN? ;|
/ NB?Lj 1L 37BCN?R¢}j QBC=B CH ISub€oktineht. | NI =1 F G?
American Indian, Alaska Native, ipiino or Pacific Islander.

Here isthe last raceconsideration. Figure 7a displays counts of 63 teakers who graduated

from New Yorkin2000f f t € 4B?L? ; L? | HF Stakérs.Die0OfNH2 ; H> 0 ¢
White testtakers is listed in Figure 2 anddure 6 (egnun=1016). Because the total number

| @ 7BCN? ; Htakerd is IBsB thdn fLIhe\pPoldddl erases racefor these testtakers

(Figure 7b)Figure 8 shows the change t@gnun=1016 in the 14Anonymity Datasetyaceis

now blank.

In our hypothetical examples in Figure 6, the other Class Three scho@suth Bay, Central,
Valley, and Drakep have at least 11 occurrences of Black, Hispanic, Whited > 3/ NB?Lj N?|
takers, so no changes tmaceoccur for these.

Finally, in Step 9the 11-Anonymity Protocol erasesthe names of all Class Three schools.
Figure 8 shows the final excerpt of the-Bhonymity Dataset based on the excerpt of the Bar
Dataset in Figure 2.
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lawschool gradPeriod race="White" race="Black" race="Hispanic" race="Other"
Pace 20002008 25 6 12 12
Regent 20002008 27 2 4 14
Southland 20002008 31 12 14 6
New York 20002008 7 23 31 2
(a)
lawschool grad Period race="White" race="Black" race="Hispanic" race="Other"
oUnder oUnder
Pace 20002008 25 Represented Represented 12
Minority¢ O} Minority¢ 0 |
Regent 20002008 27 14
6wWhite and AWhite and
Southland 20002008 Other 12 14 Other
(White&) (White&)
New York 20002008 23 31
(b)

Figure 7. Examples of racedaction and recoding by the XAnonymityProtocol (Figure 3).

(a) The counts by race dest-takers in the same school and graduation period aio)

redactions based on those counts. The value fawechangedNl 35 H>?L 2?2 JL? M?HN
- CHI LCNSj @I L NB? tekt-takel who Graduated frobhPPacé i€ MELOEH C =

and is blanked out for the 2 Black and to 4 Hispatest-takers who graduated from Regent

in 20002008. Similarly, the value foracechanged N | J7BCN? ; H> |/ NB?Lj @! L
s 3/ heB-takefs who graduated from Southland in 20€B008 and is blaked out for the

7 White and to 3 / N Bextiigkers who graduated fronNew Yorkn 20002008.

rec grad school avg decile
num lawschool | Period | LSAT GPA race result tries | Category| LSAT | 00-08
1001  Whittier 1335’ 141  91.78 White  Pass  Muli gfss

1002  Whittier igg;’ 128  85.09 | Other | Pass g'r‘]"‘ess X
1003  Whittier igg;’ 132 70.36 | Other | Pass gl;?:s X
1004  Whittier igg; 134 70.36 Hispanic Pass  Multi gf:s X
1005  Pepperdine igg;‘ 143 7059 White  Pass g'r‘]"‘ess X
1006 Pepperdine ;882 132 92.65 White  Pass  Muli g'ﬁ‘ess X
1007 Pepperdine 3883 144 84.2  White Pass Multi gf:s X
1008 Pepperdine 388‘2} 148  67.45 White  Pass g'r‘]"‘:s X
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rec grad school avg decile

num lawschool | Period | LSAT GPA race result tries | Category| LSAT | 00-08

1009 BostonU | 29%% | 141 965 White  Pass  Muli | O3S
2008 Two
2000 . Class

1010 BostonU 2008 148 67.51 White Pass Two X

1011 BostonU | 299 | 151 7094 Black  Pass Muli | £35S X
2008 Two

1012 Bostony | 29%% | 141 7094 Black  Pass Muli | &S X
2008 Two
2000 Class

1013 2008 161 84.15 | URM Pass Three 159 7 X
2000 . | Class

1014 2008 163 70.36 Pass Multi Three 153 6 X
2000 . Class

1015 2008 151 70.59 | White& Pass Three 164 9 X
2000 . | Class

1016 2008 136 81.75 Pass Multi Three 142 1 X
2000 . Class

1017 2008 137 70.94 White Pass Three 145 3 X
2000 . . | Class

1018 2008 138 86.9 White Pass Multi Three 142 1 X
2000 Class

1019 2008 139 85 Other Pass Three 145 3 X
2000 . | Class

1020 2008 139 80.38 | Other Pass Multi Three 149 5 X
2000 Class

1021 Stanford 2002 136 80.2 | Other Pass One X
2000 Class

1022 Stanford 2002 157 82 Other Pass One X
2000 . | Class

1023 Stanford 2002 148 82.21 | Other Pass Multi One X
2000 . . . | Class

1024  Stanford 2002 158  80.37 Hispanic Pass  Multi One X

X X X X X X X X X X X X

Figure 8. Excerpt of the first rows of the-ARhonymity Dataset as produced by tHel-

Anonymity Protocol (Figure 3) operating on the hypothetical excerpt of the Bar Dataset

(Figure 2). Changed content is outlined boxes Fields not shown arguintile82-90and
decile9199because they have no values, amdores which ismentioned merely as a

reminderthat the final data would contain the actual bar score$he recnumfield only

;' JJ?;, LM @ L NB? L?;>?2L¢EgM <?H?E@CN BRNF NAMI-"EF ;L=2E
or Hispanic; H 3WhitER jis White, Asian, Indian subontinent, Americanindian, Alaska

Native, Filiping or Pacific Islander.

The actual 131Anonymity Dataset provided by th8anderTeam had 129,984 records, a 7
percent drop in the number of records from the original Bar Data§e89,338).

Clearly, the Sandefeam made a lot of decisions about what to keep and what to change in
the 11-Anonymity DatasetOne important point to make here is that these protocols were not
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developed on ana prioribasis, but onlyafter the Team wagjiven restricted access to the
underlying data for purposes of the litigatiorin a nonlitigation setting, andevenin most
public records litigation, a individual seeking data would not be given access to the private
data in order toreverseengineer an aonymization method.Yet, despite this unusual level of
access, do their decisions actually protect privacy? They claimed that the data adhered to
anonymity wherekis 11. Does it? Before we test to find out, we introduce their other
protocols.

Plus Prdocol

The Plus Protocol begins where the -&honymity Protocol ends. It makes further changes to
law school names and GPA scoresfurther make values less specifil step 1the Plus
Protocol performsthe sameinstructions asthe 11-Anonymity Protocol(Figure 3)performed,

as described aboveThen the Plus Protocofandomly select 25 percent of the testakers

and erasesthe name of the law school from those selected. In some cases, the law school
name may already be blank; if so, it remains blank. Otherwise, it becomes blank.

In step 3the Plus Protocoimakes grade point averages less precise by roundiggato one
decimal place for GPAsalculatedon a 4 or 5-point scale and to whole numbers for GPAs on
a 100-point scale.

In the final stepthe Plus Protocokrasesuniquely occurringgpaP ; FO? M CH 3" LI OJ /
3'"LIOJ 4Ql} M=Bl I FM @l L/awdchecoBgradPerdd dnddac&Th® CHA NB
final result is a modification to the 1:-Anonymity Dataset having the same fields but less

information in the /Jawschooland gpafields.

Step 1.Execute the 14Anonymity Protocol(Figure 3)
Step 2 Redact 25 percent of thechool names as follows:
2.1 ERASHawschoo/fin 25 percent of the records, randomly selected
Step 3 Reduce the scale d&PA (reduce digits)as follows:
31 IF gpais on 4 or 5 point scale, THEN:
ROUNDypato one decimal place (e.g., 3.18 becomes 3.2)
3.2 ELSE Ilgpais on 100 point scale, THEN:
ROUNDypato whole number (e.g., 87.6 becomes 88)
Step 4 Redact uniquegpavalues for the samdawschool gradPeriod and raceas follows:
FORest-takers having the same values faawschool gradPeriod race DO:.
4.1 ERASE each uniquppa

Figure 9Plus Protocolto purportedly anonymize theBarDataset by producing thélus
Datasethaving fields described in Figure 4.

Figure 10 displays an example of applying the Plus Protocol to the excerpt of hypothetical
data from the Bar Dataset (Figure 2). Because the first step of the Plus Protocol gathe as
the 11-Anonymity Protocol, we examine the differences between theept of hypothetical
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values for the 19Anonymity Dataset (Figure 8) and the excerpt of hypothetical values for the
Plus Dataset (Figure 10An additional 6 (or 25 percent) of the school names are blanked out.
All the GPAs are now rounded whole numberbeTGPA forecnum=1010 is blanked out. To
understand how it got erased, we have to examine the records of all the hypothetical White
test-takers at Boston University who graduated in 20@008, of whichrecnum=1010 is one.
Figure 11 shows the records fdndse hypothetical 20 testakers. Three of the 20 tegtkers
have unique GPA values, so they are blanked out. Among thesecis/=1010, which is why
in the excerpt in Figure 10ecnunm=1010 has ngpavalue.

The Plus Datasgbroduced bythe applicationof the Plus Protocoby the Sander Tearon the
Bar Datasehad 98,932 records, a 29 percent drop in the number of records from the original
Bar Dataset (139,338).

rec grad school avg decile
num lawschool Period LSAT GPA race result tries Category LSAT 0008 X
1001 Whittier oo 141 |92 |Whte  Pass  Mui goo°

1002 Whittier ng 128 |85 |Other  Pass g'r":‘ess X
1003 Whittier iggg 132 |70 | Other  Pass g'r":‘ess X
1004 1333 134 | 70 | Hispanic Pass  Multi g'rf‘:s X
1005  Pepperdine ng 143 |71 | White  Pass g'r":‘ess X
1006  Pepperdine ;882 132 |93 | White  Pass  Multi gl:ess X
1007 Pepperdine ;88‘2} 144 |84 | White  Pass  Mult 8'2;5 X
1008 Pepperdine gggg 148 | 67 | White  Pass 8'§:S X
1009 gggg 141 | 99 | White  Pass  Muli %':js X
1010  BostonU ;ggg 148 White  Pass %';js X
1011 BostonU ;883 151 |71 | Black  Pass  Muli ?\';js X
1012 BostonU gggg 141 |71 |Black  Pass  Muli %';js X
1013 gggg 161 | 84 | URM Pass %'ﬁzz 159 7 X
1014 3883 163 | 70 Pass  Multi %"’;zse 153 6 X
1015 ;883 151 |71 | White&  Pass %'fr‘zz 164 9 X
1016 gggg 136 | 82 Pass  Mult %'fr‘zse 142 1 X
1017 3883 137 |71 | White  Pass %"’;zse 145 3 X
1018 gggg 138 |87 | White  Pass  Multi %'fr‘zz 142 1 X
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rec grad school avg decile

num lawschool Period LSAT GPA race result tries Category LSAT 0008 X
1019 gggg 139 |85 | Other  Pass %"’;ZZ 145 3 X
1020 ;883 139 |80 |Other  Pass  Multi %'ﬁzz 149 5 X
1021 3882 136 | 80 | Other  Pass g'r?:s X
1022  Stanford 2882 157 |82 | Other  Pass g'ﬁ:s X
1023 ;882 148 |82 |Other  Pass  Multi g'r?ess X
1024 Stanford 2882 158 80 Hispanic Pass Multi gl::s X
X X X X X X X X X X X X

Figure 10 Excerpt of the first rows of thRlus Datasetis produced by théPlus Protocol

(Figure 9 operating on the hypothetical excerpt of the Bar Datasktownin Figure 2.

Changed contenfrom the 12XAnonymity Dataset (Figure 8 outlined. Fields not shownra
quintile82-90and decile91-99because they have no values, asdoresmentionedas a

reminderthat the final data would contain the actual bar score$he recnumfield only

;' JJ?; LM @ L NB? L?; >?2LéEgM <? HRa@Cua§I2-NL ;CME "IF? =
or Hispanig; H> JHjiB WM&, Asian, Indian subtontinent, American Indian, Alaska

Native, Filiping or Pacific Islander.

grad school
recnum lawschool Period LSAT GPA race result tries Category X
1010 Boston U 20002008 148 White Pass Class Two X
1179 Boston U 20002008 174 70 White Pass ClassTwo X
9458 Boston U 20002008 156 70 White Pass Multi Class Two X
8721 Boston U 20002008 165 71 White Pass Multi Class Two X
6351 Boston U 20002008 173 93 White Pass ClassTwo X
4021 Boston U 20002008 120 84 White Pass Class Two X
2765 Boston U 20002008 165 67 White Pass Multi Class Two X
5799 Boston U 20002008 156 93 White Pass ClassTwo X
1774 Boston U 20002008 149 67 White Pass Class Two X
6202 Boston U 20002008 130 71 White Pass ClassTwo X
5240 Boston U 20002008 123 71 White Pass Multi Class Two X
7259 Boston U 20002008 132 84 White Pass Multi Class Two X
1346 Boston U 20002008 150 70 White Pass Class Two X
1553 Boston U 20002008 144 71 White Pass Class Two X
5334  BostonU 20002008 143 White  Pass  Multi ClassTwo X
5300 Boston U 20002008 120 71 White Pass ClassTwo X
8781 Boston U 20002008 141 87 White Pass Class Two X
3379 Boston U 20002008 131 87 White Pass Class Two X
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3790 Boston U 20002008 128 White Pass Multi  Class Two X
9265 BostonU 20002008 173 87 White Pass Class Two X

Figure 11 Excerpt ohypothetical Whitetest-takers from Boston University graduating in
2000-2008. These represent the totality of sutdsst-takers in the dataset after completing the
first 3 steps of the Plus Protocol (Figure $hreegpavalues are unique (68 forcnum=1010,
82 forrecnum=5334, and 8 for recnun=3790). In step 4 of the Plus Protocol, these 3 GPA
values are erased or blanked out.

Enclave Protocol

The Enclave Protocol does not make as many sweeping changes to the Bar Dataset as did the

prior two protocols. The idea is to transfer somd the privacy protection from being

imposed on the dataset to being imposed on the environment in which the dataset is located.

In the other protocols, once the datetis constructed, it can be shared widely. The Enclave

approach is different. Once the das®t isconstructed, it is only available in a secure,

M? KO? MN?L?> JBSMC=;F LII G #a3M;, @? LI I G} € 4BCM
possessing the datagrees to create such a safe room or that a court compels that creation.

We are unaware of any example of a data enclave created by court order in the United States,

and the SandeiTeamcould notto present an example at the trial.

The EnclavéProtocol has both a protocol for producing a datasehd a protocol for the
physical location of the dataWe first describe the protocol for the physical location and then
detail the steps necessary to produce the dataset that would be in the physication.

The physical requirements for the Enclave Protocol are straightforward. Visitors to the safe
room may access the Enclave Dataset only using the supplied computers and printers. The
computers in the safe room contain th8tataprogram and word procssing software, as well
as the Enclave Dataset and freely available storage sp&ecall, the lawsuit is noabout

what data only Professor Sander should receive or view for the purpose of his studies, but
what data anyone in the public should be able teceive or view.

Visitors cannot bring electronic devices into the safe room. Visitors can bring in paper,,pens
and manuals about the dataseiThe safe room has a human operator who is responsible for
maintaining the security of the room while visitorsra present. The human operator also
physically inspects all materials and printouts leaving the room. In particular, the Sander
Team specifies that the only acceptable materials leaving the safe room are:

1 copies of programs usegrovided they do not contan any data values;

1 regressions of the datgorovided each regression is based on at least 400
observationsand contains no more than 50 independent variables, and any dummy
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variables that represent testakers must contain at least 20 tegtikers. This isnot a &
restriction but just a limit on what gross computations can leave the enclaaad,

1 crosstabulations of the data provided that no cell in a table has fewer than a count of
20 testtakers.

The operator would review all these types of outputs toake sure that any material that
leaves complies with the requirements above.

To produce the Enclave Dataséir usein the safe room, the Enclave Protocol consists of a
subset of the steps from the XAnonymity Protocol.Figure 12 enumerateshe stepstaken to
construct the Enclave Dataset. In the first steplse Enclave Protocotiropstest-takers who
graduated before 1982 and those attending more thanelaw school or arunaccredited or
correspondence schoolThis is the same agas donein the first stgp of the 1tAnonymity
Protocol; however,the protocol dropstest-takers even if they are missing both LSAT and GPA
scores.

In step 2the Enclave Protocotecodes racefrom the original 8 values in the Bar Dataset to

the same 4 values used in the “Binonymity Protocol o namely, White, Black, Hispaniand
Other.ltalsolabesNB? M=BI I FM QCNB NB? M; G? 3#F; MM [/ H?¢
designations used in the ZAnonymity Protocol to divide schools into sets purportedly based

on the number of testtakers from the school taking the bar exam. Class One schools have the

most testtakers, and Class Three schools should have the fewest. Also, steps 4 and 5 are

exactly like those in the I-Anonymity Protocol. The Enclave Protocahakesa new field

(gradPeriod that replaces the graduation yeagftadYeay with the same 3 6, or 9-year

ranges.

Other than including testtakers for whom the data has no LSAT and GPA scores, the first
steps of the Enclave Protocol are the same as those of théfatanymity Protocol. Then some
differences occur. At step,8he Enclave Protocotlropsall records for which there are not at
least 10 testtakers having the samdéawshool/and gradPeriod

Lastly, in step 7the Enclave Protocoinergesthe racevalues of Black and Hispanic test

takers and of White, Asian, Indiaand other testtakers ifthere are few of themThis is the

same agn step 8 of the 1JAnonymity Protocol. When the sums of these tdakers were less

than 11,the 11-Anonymity Protcooleither replaced theirraceP ; FO? M QCNB 35H>?L
2?2JL?M?HN?> - CHI L CN Sqgrasdd therarav@u€ altegetheHThe EndlaBe? L | L
Protocol doesthe same inits step 7, except the threshold is 5 instead of 11.

Specifically, if testtakers having the same Class Three school and graduation pematude

fewerthan 5 Blacks or 5 Hispanictjen if the sum of the two is 5 or morthe Enclave

Protocol changesthe race of those Black and Hispanictest; E? LM NI  35H>?L 27?Jl
Minorityj / H NB? | NB?L B; H>¢ C@ ?P?H QB?H NB? HOG:

32


http://techscience.org/a/2015092904

Sweeney L, Von Loewenfeldt M, Perrydi SCHA CNgM ! HI HS G| @phtifdtichdofig N - ; E? ) N
J; Hl HSGCT? >} Fecnoldly Eciencd01&111R0INovember 13, 2018
http://techscience.org/a/2018111301

combined, the sum is still nottleast 5, therthe protocol blanks out the raceof those Black
and Hispanic testtakers. Similarly, ithe set oftest-takers having the same Class Three
school and graduation periodncludesless than 5 Whites or 5 witthice=3 /| NB? NB? H C@ NE

sum of the two is 5 or morehe protocolchangestheracel @ NBI M? 7BCN? ; H> 3/
N; E?LM NI 3 4BCMN? NBHF> I/NNBBPAL B; H>¢ C@ ?P?H QB?H
3/ NB?Lj ;L? =1G<CH?>¢ NBthepMOdwI blanksotNeOdedof HI N ; N

those White, Asian, Indian Sutontinent, American Indian, Alaska Native, Filipino, and
Pacific Islander testakers.

Executing the Enclave Protocol produces the Enclave Dataset having the fields listed in Figure
13. These e a subset of the fields for the 1Anonymity Dataset (Figure)sspecifically, the
LSAT distribution fields in the ZAnonymity Dataset are not included in the Enclave Dataset.

Step 1 Preliminary Steps
1.1 DRORest-takers attending more than one lavgchool
1.2  DRORest-takers who graduated prior to 1982
1.3 DRORest-takers from unaccredited and correspondence schools
Step 2.Recoderacefrom 8 values to 4 values as follows:
2.1 Recoderace(See Figure 2)
IF raceis one of"White," "Black’, or"Hispanic', THENacestays the same
ELSEace="Other"
Step 3.ADD a field for namedcfio/Classind populate based orawschoolas follows:
3.1  schoolCategory'Class OnelF lawschoofis one of:
"California Westerh, "LoyolaLosAngele$, "Pepperdine’, "MdGeorgé,
"Santa Clardg, "Southwesterrt, "Stanford", "UC BerkeleY, "UC Davi,
"UCHastings', "UC Los Angelés"UC San Diedq "University of Southern Californig
"Western Stat&, "Whittier"
schoolCategory' Class Twb IF Jawschoolis one of:
"Chapmarl, "Golden Gatg, "Thomas Jeffersoh, "BostonUniversity"',
"Columbid', "Duké', "George Washingtch "Georgetowr!, "Harvard',
"New York University, "Northwestern', "Tulane", "University of Michigah,
"University of Virginia
schoolCategory' Class ThreeOTHERWISE.
Step 4.ADD a field namedradPeriodfor storing the graduation year a larger time period
Step 5.Aggregate graduation yeargfadYy based on schoobchoo/Categoryfrom step 3) as follows:
5.1 IFschoolCategonis"Class Ong THEN:
gradPeriod="1982-1987"IF gradYris one 0f1982,1983,1984,1985,1986,1987
gradPeriod="19881990"IF gradYis one 0f:1988,1989,1990
gradPeriod="1991-1993"IF gradYiis one 0f:1991,1992,1993
gradPeriod="1994-1996"IF gradYiis one 0f:1994,1995,1996
gradPeriod="1997-1999"IF gradYis one 0f:1997,1998,1999
gradPeriod="2000-2002"IF gradYiis one 0f2000,2001,2002
gradPeriod="2003-2005"IF gradYis one 0f:2003,2004,2005
gradPeriod="2006-2008"IF gradYiis one 0f:2006,2007,2008
5.2  IFschoolCategonjis"Class Twbd or "Class Threg THEN:
gradPeriod="19821990' IF 1982 <gradYr<=1990
gradPeriod="19911999' IF 1991 <gradYr<= 1999
gradPeriod="20002008' IF 2000 <gradYr= 2008

33


http://techscience.org/a/2015092904

Sweeney L, Von Loewenfeldt M, Perry3 SCHA CNgM ! HI HS G| @phtifigdtichdol ¢ N
J; Hl HSGCT? >} Fecnoldly Eciencd01&111R0INovember 13, 2018
http://techscience.org/a/2018111301

5.3 DROPgradYiield
Step 6.DROP all records for which there are not at leasttd§t-takers having saméeawschool
gradPeriod
Step 7 Redactracebased on cell size (k<5) of those who passed the, laarfollows:
FORest-takers having the same values fdawschoo| gradPeriod and result="Pass, DO:
7.1 IF the number ofest-takers havingrace="Black' is less tharb, THEN:
SET race =Under Represented Minorityfor Blacks and Hispanics
IF the number ofest-takers havingrace="Under Represented Minorityis less tharb, THEN:
ERASE race (blank the value out) for these black and Hispasictakers
7.2 ELSE IF the number tdst-takers havingrace="Hispanic' is less tharb, THEN:
SET race #Under Represented Minorityfor these Blacks and Hispanics
IF the number ofest-takers havingrace="Under Represented Minorityis less tharb, THEN:
ERASE race (blank the value out) for these black and Hispasictakers
7.3 IF the number ofest-takers havingrace="Other" is less tharb, THEN:
SET race =White and Othe' for these White, Asian, Indian, etiest-takers
IF the number ofest-takers havingrace="White and Othet is less tharb, THEN:
ERASE race (blank the value out) for these White, Asiantedtttakers
7.4 ELSE IF the number tdst-takers havingrace="White" is less tharb, THEN:
SET race #White and Othe't for Whites, Asians, Indian Stdpntinent, etc.
IF the number ofest-takers havingrace="White and Othet is less tharb, THEN:
ERASE race (blank the value out) for these White, Asian, Indiarntestetakers

Figure 12EnclaveProtocol to purportedly anonymize the Raw Datasdbr use in a physical

safe room. The resulting Enclave Dataset Heedds described in Figuré3. The Enclave
Dataset is used within a private room on private computers with visual inspection of
materials that leave the room.

Fidd Name Field Description

recnum Unique record number for this study

lawschool Name of law school (erased in some cases)
gradPeriod Graduation in a 3, 6 or 9 year range

LSAT LSAT scord(-48 scale orl20-180scale)

GPA Law School GP@ifferent scales possible)

race Race/Ethnicity (6 overlapping values)

result Passedd t I &randtpassg b 2 G ) | & & ¢
tries Pased after multiple triesé & a dzf G A € 2 N
schoolCategory  School popularity level (One, Two or Three)
scores* List ofscores by area of the exam

Figure 13 Fields oEnclaveDataset as produced by thEnclaveProtocol (Figurel2).

Figure 14 shows the result of executing the Enclave Protocol on the hypothetical excerpt of

records of the Bar Dataset (Figug. The outcone is similar to the result fronthe 11-

Anonymity Protocol (Figure 8) with some notable exceptions. All law school names remain in
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the Enclave Datasetind it has no additional LSAT fields. Changes&zefor Class Three

schools have less redaction in tHenclave Dataset because the threshold dropped from 11 to

5. Specifically, Figure 7 shows the counts of te¢akers by race for the schools having the

same school and graduation period as the Class Three schools listed in Figure 14 (Enclave

Dataset) and Figre 8 (11Anonymity Dataset). Pace had 6 hypothetical Black and 12 Hispanic
test-takers who graduated in 2002008. When the threshold was 11, thecefor these test

N; E?LM <?2=; G? 35H>?L 27?JL? MAcARyData. EtHreshaBINS} | L
of 5 allowed theracevalue for thesetesN; E? LM NI L?G; CH OH=B; HA?> =8
recnun=1013) in the Enclave Dataset.

Regent had 2 hypothetical Black and 4 Hispanic tégkers who graduated in 2002008. A
threshold of 11 led toacevalues for thesdest-takers being erased (EAnonymity Data). A
threshold of 5 led taace< ? CHA 35H>?L 27?2JL?M?HN?> - CHI LCNS}

Similarly, for Southland and New York recordie lower threshold in the Enclave Protocol

allowed racefor recnrum Uf US NI <? 3/ NB?Lj GHNMN?:CN 1Q@ M} 7@ @
Asian testtaker in the 12Anonymity DatasetThe New York recordecnum Uf Us ¢ CM 37 BC
; H> / NB?Lj CH NB? %H=F; P? $; N; M?N CHMN?; > | @

The actual Enclave Dataset provided by the $&@n Team had 128,659 records, a 7 percent
drop in the number of records from the original Bar Dataset (139,338).

rec school
num lawschool | gradPeriod | LSAT GPA race result tries Category | scores
1001  Whittier 19971999 141 91.78 White Pass  Multi Class One
1002  Whittier 19971999 128 85.09 | Other Pass Class One
1003  Whittier 19971999 132 70.36 | Other Pass Class One
1004 Whittier 1997-1999 134 70.36 Hispanic Pass  Multi Class One
1005 Pepperdine| 19971999 143 70.59 White Pass Class One
1006 Pepperdine | 20002002 132 92.65 White Pass  Multi Class One
1007 Pepperdine | 20002002 144 84.2 White Pass Multi Class One
1008 Pepperdine | 20002002 148 67.45 White Pass Class One
1009 BostonU 20002008 141 98.65 White Pass  Multi Class Two
1010 BostonU 20002008 148 67.51 White Pass Class Two
1011 BostonU 20002008 151 70.94 Black Pass  Multi Class Two
1012 BostonU 20002008 141 70.94 Black Pass Multi Class Two
1013 Pace 20002008 161 84.15 | Hispanic | Pass Class Thre
1014 Regent 20002008 163 70.36 | URM Pass  Multi Class Thre
1015 Southland | 20002008 151 70.59 | Other Pass Class Thre
1016 New York | 20002008 136 81.75 | White& | Pass  Multi Class Thre
1017 South Bay | 20002008 137 70.94 White Pass Class Thre
1018 Central 20002008 138 86.9 White Pass  Multi Class Thre
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1019 \Valley 20002008 139 85 Other Pass

1020 Drake 20002008 139 80.38 | Other Pass Multi

1021 Stanford 20002002 136 80.2 | Other Pass Class One
1022  Stanford 20002002 157 82 Other Pass Class One
1023  Stanford 20002002 148 82.21 | Other Pass  Multi Class One
1024  Stanford 20002002 158 80.37 Hispanic Pass Multi Class One
X X X X X X X X

Figure 14 Excerpt of the first rows of thEnclaveDataset as produced by thEnclave

Protocol (Figurel2) operating on the hypothetical excerpt of the Bar Dataset (Figure 2).

Changed contentisoutlined2 ; =? P; FO? 352-ij,;CM "J&BXMmtel L ( CMJ
Asian, Indian sukcontinent, American Indian, Alaska Native, Filipinar Pacific IslanderAs a

reminder, scoreswould contain the actual bar scoreS he recnumfield only appears for the

L?; >?2LéM <?H?@CN NI NL;=E L?=1L>M ;=LI MM JLIN

Standardized Protocol

The final protocol provided by the Sander Teaisicalled the Standardized Protocol. It
constructs a new statistical database from the Bar Dataset that reports standardized LSAT
and GPA scores by tetdker. School names are removed. Race is onéoofr values White,
Black, Hispanic, or Other (Asian, Indian sabntinent, American Indian, Alska Native,
Filipino, or Pacific Islander). The original LSAT and GPA scores are also renmbvedander
Team stated that this was the least desired of the protocols because it reduced data utility
andthat the teampreferred the 12Anonymity Protocol

FHgure 15 lists the steps of the Standardized Protocol. In the first stlp, protocol dropstest-
takers attending more than one law school, those who graduated prior to 198%d those
who attended unaccredited or correspondence schools. Then, in steph Berformsthe
unusual step of dropping altest-takers who graduated between 1999 and 200&ecodes
the race of Asian, Indian subontinent, American Indian, Alaska Na#y Filiping and Pacific
IslandertestN; E? L M ; THe piotodbByledaies graduation year intofour 3- or 4-year
bands: 198589, 190-94, 199598, and 200&8.

In steps 6, yand 8,the Standardized Protocotomputes standardized LSAT scores. Feach
test-taker, it stores how many standard deviations the tesl ; E Zs&fig fldm the mean LSAT
of all the other testtakers that year This is an annualized LSAIT ;storesthese valuesn the
field ZLSATyr

In step 8the Standardized Protocotlividestest-takers into groups based on their law school

and graduation year. For those groups having 20 or more t&dters, it storesthe number of

standard deviationsthetesN; E @M @L |1 G NB? AL GthigivtheG&d H ; H>
ZLSATIt also recordsthat this was based on a year of tesakers ZLSATtype3U 9 ? (IiLj & €
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there were not 20 testakers for the law school and graduation year, thértries using the 3
or 5-year ranges recordedgradPerioq. If there are at least 20 tesakers having the same

law school and graduation time rangehe protocol computesand stores zZL SA&nd records
that it used multiple yearszGPAyype33-S9 L NI >1 MI €

In step 9the Standardized Protocostandardizes GPA sores ast did with the LSAT scores
described above For those groups having 20 or more teskers graduating from the same

law school in the same yeait, storesthe number of standard deviations the tedl ; E dag¢ M
is from the mean GPA of the groupstoresthesevaluesin the field zGPAnd records that

these valuesverebased on a year of tesakers ¢GPAtypadU 9 ? ; Iflthere @ere not 20
test-takers, thenit tries using the 3 or 5year ranges recordedgradPeriod. If there are at

least 20 tes-takers having the same law school and graduation time ranges protocol
computes zGPAnNd recordsthat it used multiple yearssGPAYpe33-S9 L @l L NB?
computation.

Figure 17 shows an excerpt of what the Standardized Protocol produces orhyipethetical

Bar Dataset in Figure 2. Tewtkers who graduated between 1%and 2005, inclusivewere
dropped. The names of the law schools and the actual LSAT and GPA scores were dropped.
The race of the Asiantedt; E? LM Q; M L ?'FHe gradratioNyear wds eplated
with a 3- or 5year range. Fields added contain standardized values and related information
for the testtakerg DMBAT and GPA.

The actual Standardized Dataset provided by the Sander Team had 85,364 records, a 39
percent drop in thenumber of records from the original Bar Dataset (139,338)wever,

several discrepancies existed between the textual description, Bataprogram, and the
Standardized Dataset. No two of them agré&/e relied on théStataprogram as the basis for
the agorithm in Figure 15. For this writing, all further references to the Standardized Protocol
and the Standardized Dataset will b® the algorithmic description in Figure 15 unless stated
otherwise or obvious from context.

Step 1.Preliminary Steps

1.1 DROPtest-takers attending more than one law school

1.2  DRORest-takers who graduated prior to 198

1.3  DROP testakers from unaccredited and correspondence schools

14 DROP testakers whose LSAT scores are not within the range$48 or 120180

Step 2.DRORest-takers who graduated between 1999 and 2005, inclusive

Step 3 Recoderacefrom 8 values to 4 values as follows:

31 Recoderace(See Figure 2)
IF raceis one of"White," "BlacK', or"Hispanic', THENacestays the same
ELSEace="Other"

Step 4.ADD a field namegdradPeriodto store the graduation yearasa multi-year range

Step 5.Aggregate graduation yeargfadYy as follows:

5.1  gradPeriod="198589" IF gradYis one of: 1985,1986,1987,1988,1989

5.2 gradPeriod="1990-94" IF gradYiis one of: 1990,1991,1992,1993,1994

5.3  gradPeriod="199598" IF gradYiis one of: 1995,1996,1997,1998
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5.4  gradPerioad="2006-08' IF gradYis one 0f:2006,2007,2008
Step 6.ADD fields to hold standardized LSAT values, namelySA Jr, zLSA7zLSA Type
Step 7.Produce annualized LSAT scorea SAT)); as follows:
7.1 Remove all records whossatis not within 1848 or 1260180.
7.2 FOR altest-takers having the sam@radY; DO:
7.21 COMPUTIhe yearly averagéesat(meany) and standard deviation
7.22 SETzLSATyrnumber of standard deviationdetween /satand meanYifor test-taker
Step 8.Produce standardized LSAT scorezda) for lawschoolgroupings, as follows:
8.1 FOR EACH group of at leastt26t-takers having the samdawschooland gradYmDO:
COMPUTE the averadeat(mear) and standard deviation for the group
SETzLSA Ethe number of standard deviationgsatis from mean
SETzZLSATtype'1Yeal
8.2 FOR EACH group having fewer thant@ét-takers with the samelawschool/and gradYyDO:
IF the group has at least 20 tetdkers with the sameawschooland gradPeriodTHEN:
COMPUTE the averadeat(mear) and standard deviation for the group
SETzLSA Ethe number of standard deviationgsatis from mean
SETzLSATtype"3-5YF
8.3 ELSE:
SETzLSATOo blank
SETzLSATtypéo blank
Step 9.ADD fields to hold standardized GPA values, namgl§PAzGPAlype

Step 10 ProducestandardizedGPAscores(zGPAfor lawschoolgroupings as follows:

101 FOREACH group of at least 28st-takers havingthe same/awschooland gradYy DO:
COMPUTE the averagwa(mear) and standard deviation for the group
SETzGPAthe number of standard deviationgypais from mean
SETzGPAtype"1Yeal

10.2 FOR EACH group having fewer thant@&-takers with the sameawschooland gradYmO:
IF the group has at least 20 tetdkers with the sameawschooland gradPeriodTHEN:

COMPUTE the averagwa(mear) and standard deviation for the group
SETzGPAthe number of standard deviationgpais from mean
SETzGPAtype"3-5YF

10.3 ELSE:

SETzGPAo blank
SETzGPAlypéo blank

Step 11 ADD fieldinstateto identify California from norCalifornia schools

Step 121 abel California and nofCalifornia schools, as follows:

12.1 FOR EACtgst-taker from a California school, DO:

SETinstateto "CA

12.2 FOR EACtgst-taker NOT from a California school, DO:
SETinstateto blank

Step 13DROP fields tdawschool, gradYyrisat, gpa

Figure 15. Standardized Protocdhét is supposed t@anonymize theBarDataset. The
resulting Standardized Dataset habe fields described in Figure 184any differences exist
betweenthe Stata code for theStandardized Protocal asprovided by the Sander Teapand
the textual descriptionof the Standardized Protocqlalso provided byhe Sander TeamThe
algorithmic description abovedefers to theStata codein cases oambiguity.
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Field Name Field Description

recnum Unigue record number for this study

gradPeriod Graduation in a4 3-, or5-year range

race Race/Ethnicity: White, Black, Hispanic, Other

result Passedda t | &ranétpassg b 2G| aaé

tries Passd after multiple tries6 @ a dzf G A ¢ 2 N
Standardized LSAT score based on school and

Zlsat ZlsatType

zlsatType Time period fozlsatO2 K2 NIi 6 a-m, BE |

zlsatPop Annual standardized LSAT score for graduation y
Standardized LSAT score based on school and

Zzgpa zgpaType

zgpaType Time period fozgpaO 2 K2 NI 6 a-m, BE

instate G/ ' ¢ AF [ FEAF2NY AL &O0OK

scores* List of scores by area of the exam

Figure 16. Fields of the Standardized Dataset as produced by the Standardized Protocol

scores

(Figure 15).

rec | grad ZLSAT | zLSAT ZGPA

num | Period | zLSAT | yr type | zGPA | type race result tries
1001 | 199598 | 0.015| 0.076 | 1Year | -1.041| 1Year | White Pass Multi
1002 | 199598 | -1.846| -1.594 | 1Year| 0.360| 1Year | Other Pass

1003 | 199598 | -0.985| -1.312 | 1Year| -0.425| 1Year | Other Pass

1004 | 199598 | -0.229| -1.579 | 1Year | -1.307 | 1Year | Hispanic Pass Multi
1005 | 199598 | -0.009| -0.076 | 1Year| 0.070| 1Year | White Pass

1006

1007

1008

1009 | 200608 | -1.291| -0.484 | 1Year | -0.375| 1Year | White Pass  Multi
1010 | 200608 | -1.224| -0.335 | 1Year| 0.900| 1Year | White Pass

1011 | 200608 | 1.401| 0.058 | 1Year | -1.657| 1Year | Black Pass  Multi
1012 | 200608 | -0.875| 0.395 | 1Year | -1.138| 1Year | Black Pass  Multi
1013 | 200608 | 3.009| 1.383 | 3-5Yr 0.724| 3-5Yr | Hispanic Pass

1014 | 200608 | 1.053| 0.786 | 3-5Yr | 0.264| 3-5Yr | Black Pass  Multi
1015 | 200608 | 0.338| 0.582 | 3-5Yr | -0.830| 3-5Yr | Other Pass

1016 | 200608 | -1.255| -0.799 | 3-5Yr | -1.664| 3-5Yr | White Pass  Multi
1017 | 200608 | -0.154| -1.182 | 3-5Yr | -0.192| 3-5Yr | White Pass

1018 | 200608 | -0.054 | -0.653 | 3-5Yr | -0.285| 3-5Yr | White Pass  Multi
1019 | 200608 | 1.563| 0.320 | 3-5Yr 1.123| 3-5Yr | Other Pass

1020 | 200608 | -2.449| -1.645 | 3-5Yr | -0.014| 3-5Yr | Other Pass  Multi
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1021
1022
1023
1024
X X X X X X X X X X

Figure 17Excerpt of the first rows of th8tandardized Datase&as produced by the

Standardized Protocol (Figure }%perating on the hypothetical excerpt of the Bar Dataset
(Figure 2). Changed content is outlinednd fields/awschool gradYr Isat, and gpawere

dropped. Rows forrecnums 1006, 1007, 1008, 1021, 1022, 1023, and 1024 were dropped.
recnum@C?F> | HFS ; JJ ?; é&fiiNo tr@k tecoNd8arosk protoeoisihegfield < ? H
scoresis a reminderthat the final data would contain the actual bar scores. Race value

3 / N Bs?Akian, Indian sulzontinent, American Indian, Alaska Native, Filipinar Pacific

Islander.

Overall, the four protocols from the Sander Team made different kinds of changes to the Bar
Dataset, dropping and adding fields, recoding values, and droppiogs too. The Plus
Protocol, for example, dropped 25 percent of the law school names randgraihd the
Standardized Protocol dropped all testakers who graduated between 1999 and 2005,
inclusive. The protocols described lots of changes, and the excerptsypiothetical data that
resulted from applying the protocols may even look anonymous. But did the protocols make
the right changes or enough changes to deliver the promised anonymity? There is nothing in
the protocols themselves that proves they di&o,we experimened and tested whether we
could put names to sensitive data supposégprotected by these protocols.

Subjects

The subjects of our experiments are tho489,338 distinctndividuals who attempted to pass
the California Bar, from 1977 through 280located through searching publicly available
information on the Internet.

Approach

In this paper we are not discussing whether the Bar or any similar public agency could be
required to implement the protocols proposed by the Sander Teafts referencedbove, the
trial court found that the Bar was not so required@his paperdoes notaddress the specific
factual or legal conclusions drawn by the court in this specific case. plaiger, however, is
relevant to future releases of similar data by eitheripate or public agenciesEven if the
protocol cannot be legally compelled, an entity or agentlyat chooses tashare datastill
needsto properly protect it. This paper proceeds from the premise that disclosuregsssible
in some scenarigif the protocols work Thepaper examinesvhether the protocols from the
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Sander Team scientifically meet their stated analytical objectivelsc-anonymity protection,
anonymity, and HIPAA compliance

The protocols fromthe SanderTeam may seem complex and daunting and capable of
adjustingthe data enough that no one can be 4identified, but the Sander Teandid not
provide testing, warranty, or privacy guaranteeThe datasets they produced may look
anonymous, but just because data looks anonymous does not make data anonymous. We
need scientific proof. Proving a dataset offers a guaranteed level of privaeans showing
that the dataset maintains its guarantee independent ah attacker. In this paper we do not
attempt to demonstrate allvulnerabilitiesin the proposed protocols\We merely discuss
examples of tests we conductedf the SanderT? ; Ga&ddrtionthat the protocols

anonymize the data.

The hypothesis we seek to test ige protocols work as promisedNith perfectly working
protocols, some things should not bpossible,and we test for such things. For example, both
analyzing and implementing a protocol should be within the technical kndwow and

available time of a government office employeéew government entities have statisticians
or data privacy experts availableotrespond to data requestsSo, the protocols should
describe actions that can be accomplished by existing staff ahdt are clearly adequate to
achieve the expectegrivacy-protecting results[13][14][15].

In order to test this hypothesis, we examine wther the protocols withstand some
reasonable litmus tests.

For each protocol, this paper discusses the following sequence of litmus tests.

LitmusTest 1. Is the construction of the dataset technically reasonabie
accomplish by government sta#f

Litmus Test 2. Is there privacy vulnerability in the resulting dataset? If so,
can we develop one or more practical Hidentification
strategies to demonstrate the vulnerability?

LitmusTest 3. If we actually devise practical redentification strategiesin
Test 2, then can we demonstrate that at least one of them
reliably associates names uniquely or to a small group of
L?=1L>M CH NB? JLI NI =I1F¢M

LitmusTest 4. If we get to Test 4 and actually have some unique or small
group re-identifications, thencan we describdarmsthat
might result to those who were matche?l
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If we evaluate a protocol and the answer &ach of thefourtestsCM 3 HI ¢4 NB?H NB?
WCNBMNI I > | OL FCNGOM N?MNM 8&CAOL? 01; > ' H 1 Ol
disprove the hypothesis. That does not, of course, mean there may not exist other re

identification strategies that would disprove the hypothesis (and says notgiabout whether

compelled production would be legally required). It just means we did not find any scientific

evidence to disprove the hypothesis in this study using our litmus tests.

) @ Q? ?P; FO; N? ; JLI NI =I1yE¥ thed we sho® that snialvo@p. NI ?
re-identifications are possibleand wedemonstrate personal ham to specific testtakers that
could result if the dataset were shareflL3][14][15].

In the next subsections, we describe how we operationalize each of our litmus tests

start

v

Test 1
Technically Yes
unreasonable?

v

Test 2
Re-ldentification
practical?

No

b 4

Test 3
No Small group
matches?

v

Test 4
Harmful Yes
v matches? v
No objection Objection!
from these

tests. 7 7

No

Figure 18. Sequence of 4 litmus tests to performa8ander Teanprotocol. There are two

outcomesZ ! 3 HI j | ON s oérGrears the pidobbiNdessakig litmlls tess a No
objectionfrom these testg ¢ < ON NBCM | @ilcally gferaliz@i@?dofM HI M=C
that the protocol protectsprivacy. However, ifthe construction of the datasets technically
unreasonable(Test 1) or if re-identifications exist and areharmful (Test 4), then the outcome

C Mbjdctiorg § ¢ Q@ @ ObjalRion based onscientific evidence.
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Approach: Litmus Test hUnreasonable

We can end our assessment after Test 1 if we find that the construction of the dataset is
technically unreasonable (Figure 18). We do not mean this as a legal questionmather a
technical determination based on the usability of the protocol by government st#
discussed above, there is a generally accepted legal framework for FOIA and similar public
records lawsstating that a public record request cannot compel a governmeagency to
create a new databasebut only to produce existing records (with redaction where
appropriate).As discussed above, the trial court found that none of the Santieam

protocols satisfied that requirementFor this paper, however, we will disregathat concern
because the same examples would be relevant in connection with a voluntary disclosure of
data. We also assume that the protocols are presented to the government in an acceptable
form; our conclusion that implementation of a method is techrally reasonable does not
imply that creation of the method or testing the efficacy of the method are technically
reasonable.To the contrary, development of an anonymization method requires a
substantial degree of skill, and ad hoc methods are likely éaVve data unprotected.

In this study, we use the popular spreadsheet program Excel to measure the expertise and
effort involved in executing a protocol and determine whether a protocol is too burdensome
or technically unreasonable for a government agency.

For example, once data are loaded into an Excel spreadsheet, we can use two or three mouse

clicks to erase a value from a cell or delete an entire column or row of vaMéscan also

recode information in Excel using nested IF statements. Below is an example of nested IF

statements in Excel that would recoder@ceP ; FO? CH =?FfF¢ $8f Nl =E? 3 7B
J(CMJ}; HC= 3/ NB?L CZ}

=IF(D3="White", "White",
IF(D3="Black", "Blak",
IF(D3="Hispanic", "Hispanic", "Other")))

7?7 ?HN?L?> 3?R=?F NONILC; Ff CHNI NB? M?; L=B <
results, several websites offering online tutorials to learn Excel (43j7][38][39]). These

websiteslisted basic knowledge of Excels including the following capabilitiesworking with

cells, ranges, formulas, and functions. Advanced knowledge includes: sorting, filtering,

making a pivot table, andisinglookup and reference funtons (e.g., VLOOKUP and

INDIRECT)A view of the HELP glossary in Excel includes even more topics beyond the

advanced utorial topics, such as macrodVe use thalesignations of basic and advanced

knowledge to determine the level of expertise required to implement a protocol and we us

the number of keystrokes involved to measure effovile do not consider topics beyond

advanced tutorial knowledge in this writing.
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There is no expectation that protocols must be implemented in Excel. A protocol could be
implemented using some other progim. We use Excel in this paper becalseel filesare
shared regularlyand the Excel program is available widelgo,we use itto determine the
implementation burden of a protocol. In fact, the original protocols provided by the Sander
Team were writtenn Stata, even though there was no evidence that any relevant personnel
at the Bar knew how to program in Stata.

Any step of a protocol that only involves basic Excel topics is allowable for purposes of this
litmus test. For example, recodingaceinto four values can be done by replicating the IF
statement (shown above) down a column; this involves basic Excel knowledge, so it is
practicable (whether or not it can be legally compelled).

We also consider for these purpos#sat a step of a protocol is &wable if it involves a single

advanced topic used in a straightforwarthanner orrequires nesting or inteiconnecting

basic topics with an advanced topic. For example, constructing a simple pivot table of counts
(Figure 7a) is a single advanced topiberefore, the step of the protocol that requires it is

c FFI Q; <F?¢ (1 Q?P?L¢ ; MN?J CM 3 HI Nconnécinh Q; <F ?j
advanced topicsbecause common Excel tutorials consider such expertise to be beyond the

average Excel usefFor example, constructing a pivot table from pivot table results is

considered too complicated for the average Excel usawit is not allowablehere.

Expertise is part of what determines the burden a protocol impos&ke other part is the

effort involved. Decades ago, thedividual doing the redacting had to read the printed

pages. The average singlpaced page contains about,300 characterg40] and takes the
averageindividual about 4 minutestoread aloug4ls ¢ 7? OM? NB? 3L?; > ; FI
account for the time needed to decide what needs redacting and to do the redacteven

though current efforts would be aided by a computer progra@ur idea here is to ascertain

what can be accomplished in the same amount of time a government employee might have

used previouslyWe estimate that in one hour,reindividual could redact about 15 pages or

45,000 characters.

Today, a protocol is more like S N | L?KOCL? NSJCHA NB; H L?; >CHA
NSJCMNj CM UlU¢PFP 7 =B; L[4ZWhaerthe Feeédbm & IRf@mbldn | E ? Ma
Act, there is usually no charge for the first 2 ho(48§]. We assume our government agency

wants to provide the data and is willing to spend twice that time to do so. Therefore, we say

NB; N CN CM &indivedalloNsperdru@ o 4 @drdimpjementing a protocol, and

the implementation may require up to 48,000 keystrokes of typing commands eeinig

values or clicking mouse buttons.

) H MOGG; LS¢ Q? M; S ; JLINI=IF CM 3N?=BHC=; FFS
requires allowable expertise in Excel and the effort involved consumes an acceptable number

of keystrokes including loops and adanced functions Otherwise, we consider the protocol

N | <? 3IN?=BHC=; FFS OHL?; MI H; <F?} @ L JOLJI M?M
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One final point bears mentioningAs discussed above, the protocols here were developed by
experts in litigation after being provided with régcted access to the data. This allozd an
extent ofreverse engineerin@f solutions that would not exist in an ordinary records request
(although it may exist with a voluntary disclosure of data)e ignore this limitation for
purposes of the followinganalysis.

Approach: Litmus Test @Practical Reidentification

In Litmus Test 2, we assess whether a protocol has privacy vulnerability; if so, we develop a
stepwise reidentification strategy to demonstrate the vulnerability.

The basicideaofarEenNC @C=; NCI H CM NI JON ; H; G? NI
dataset. The names have to come from somewhere. With this example, the most useful data
to help reidentify records is information about namedhdividuals that includessome of the
same felds of information in the Bar Dataset. In the following subsections we provide
examples of this kind of information found publicly available online, including
commencement programs, attorney license profiles, resumes, bios, alumni lists, law school
club memberships and photographs.

We also describe a set of tools we made using the Python programming language to help us
harvest and use these kinds of online information. Afterwards, we describe the steptooie

to show privacy vulnerability and craft a relentification strategy as Litmus Test Alotice

that the effort requirement shifts in the remaining litmus tests. We are no longer monitoring
the time and knowledge of government staff, as we didLinmus Testl. Instead, we are
assessing the resourcesvailable to a ecipient of the released data to raentify the data.

Approach: Litmus Test 80nline Information

Here is our walk through relevant online information to introduce the nature and extent
publicly availableinformation. In this analysiswe only consider the vulnerability of the data
to re-identification by a strangerThere are other obvious potential attackers who would

have much more comprehensive dat&or example, a law school administrator may have
comprehensive records for graduas of that schoolln reporting the availability of

information on the Internet, we do not mean to imply that a data privacy professional should
only be concerned with radentification by random strangers using publicly available data.
As you willsee, however, here even that most remote risk is realized.

Online Commencement DataViost students graduate from law school in the sprijragnd
several schoolsnake graduation lists and commencement programs available online (e.qg.,

[44][45][46][4 7).

Commencement programs list the name of the school, date of graduati@md names of the
graduates Theyoften include graduation honors received and may include photographs of
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graduates and their hometowns or undergraduate schools, or the names of student club
officers.

,:Q M=BI I F AL; >0; N?.Df ®¢ L&LCAOLFDOLITIM MBI=QIM LNB 3 * @
graduates in the 2002 commencement program for the Pepperdine University School of Law
(Pepperdine)[44]. The first three students listed are Jay Spagnolzaniel Droogand Jesse

Cripps. All 3 of them graduated summa cum laude on May 17, 2002 (the day of the

commencement).

"L; >0; NCI'H BIHILM ;L? I @N?H >?MCAH; N?2> ; M 3 MO
3J=0G F; O>?2¢€j [ @N?H ; Q7 desciibe AoW hgndys ai¢ BeternihedB | | F ¢ M
at the school. For example, at some schogdt®nor distinctions depend on explicit ranges of

GPAs, with the uppermost range designated as summa cum laude, followed by magna cum

laude, and so onAt other schools, honor dtinctions are based on GPA ranking in the

graduating class. For example, at Pepperdine in 2002, summa cum laude is given to students

whose GPAs ranik the top 2 percent of the graduating class, magna cum laude is given to

the next 5 percent, and cum laie is given to the next 18 perceft8]. At Pepperdine, the

student having the highest GPA is the Valedictorjand the student having the second

highest GPA is the Salutatorian. So, among the students in the 2002 graduating class from
Pepperdine, Jay Spgnola had the highest GRAnd Daniel Droog had the second highest

GPA (Figure 19).

Bar Exam Inferencelhe California Baoffers itsexam in July and February, so a law school

student who graduates in the spring has his first opportunity to take the exabout 2

months after graduating law schoolf he passes on that first attempt, he can be admitted to

the California Bar (assuming all other requirements are met) in approximately November or
December, which is-@ months after graduating and in the sanealendaryearas hisMay

graduation. Once admitted, he has a license to practice law as an attorney in the state of
California.Anindividual¢ M ; >GCMMCI HM >; N? CM ; G; NN?L 1 @ J
number of times eachndividual took the bar examis not.

If an individual does not pass and takes the exam againhthe next opportunity, the earliest
he could do so is in about 3 months after notificatiomherefore, a repeat bar taker may take
the exam as often as twice a year.

As described, therés a relationship between number dfies at the bar exam an attorney
might have before passing, the date of his graduation from law school, and the date of his
admission. The graduation date places an exact earliest datebar admissionDecember for
aMay graduate)Thus,; H C H > G&eCoth@r admigdibn gives the maximum number of
attempts at thebar exam.

For example, the earlieghat students who graduated from Pepperdine in May 2002 could
have taken theexamis July 2002. Those who passed would have been admitted in November
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or December 2002. Those who did not pass on the first attempt and decided to take the exam
again at the next pssible time would have done so in February 2003. Those who passed then
would have been admitted in April or May 2003. So, we know that a May 2002 graduate of
Pepperdine having a bar admission date of December 2002 passed the bar on her first
attempt. A graluate who passed in April 2003 may havede 1 or 2 attempts.

Attorney License Data Onlin@he State Bar of California maintains a website that allows the
public to search for information about attorneys who are members of the California Bi&.
Membersof the public can learn whether a particulandividual is admitted to and in good
standing with the Bar.

4B?2L? ;L? HOG?LI OM Q; SM NI ;, = KOCL? >; N; @L 1 G
?HN?L ; H; G? OMC HdarciNdption[4Q]?TheMeS Nt Pepduts thawiRiduilg M

bar number, current standing, current city, and the date admitted to the Bar. It also provides

a link to learn more information about the attorney, and information on that web page

includes the law school attended. §ure 20 shows the search result from the State Bar of

#, FC@ LHC; M M?; L=B Q?<MCN? @ L $; HC?F $LII A¢
Pepperdine in 2002 mentioned earlier. Attorney Droog was admitted to the California Bar in

April 2003, so he may hayassed the bar examafter 1 or 2 attempts. In comparison,

searches for Jay Spagnola and Jesse Cripps reported them both as being admitted to the

California Bar in December 2002, which means they passed the bar on their first attempts.

Online Resumes anBios Biographical information about law school graduates and

members of the Bar often appear on law office websites, in news articles, and in online
resumes at repositories such as LinkedIn.com. Figure 21 shows the online resume at LinkedIn
for Daniel Drog[50], who graduated summa cum laude from Pepperdine in 2002 (Figure 19)
and passed the bar in April 2003 (Figure 20). His LinkedIn profile includes his photograph, a
history of his employment since graduating, and details about his graduation. From his

picture, we also learn that he ¥hite. Besides photos, some online resumes include GPA

(e.g., Figure 22 and Figure 23) and LSAT scores (e.g., Figure 24 and Figure 25) and sometimes
both (e.g., Figure 26).

Online Alumni ListsSchool alumni often have pholicly available websites. Figure 27 shows a
highlight of 6 of the 151 alumni profiles of 2005 graduates of Loyola Law School that are
publicly available on the Loyola alumni websif®1]. Some profiles include photographs. All
profiles include the gradua® ¢ M H; G? €

Similarly, LinkedIn provides an index of resumes having the same graduation year from a
given school. For example, Figure 28 shows an excerpt of 20 of more thahidkedin
profiles for Pepperdine 2002 graduatg¢S2].

Online Club MembershipsClub memberships may also allow racial or ethnic inferences. For
example, Figure 29 shows excerpts from the publicly available 2006 Commencement
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program from Stanford Law School listingfficers of the Asian & Pacific Islander Law

Students Association, the Black Law Students Association, the Chinese Law Association, the
Native American Law Students Association, the South Asian Law Students Association, and
the Stanford Latino Law StuderstAssociatiorf53]. Similarly, Figure 30 shows the names of
officers of the McGeorge Law School Black Law Students Associghidin

Online PhotosRace can often be inferred from online photographs. Figure 31 shows an
assortment of photos oBlack graduates from McGeorge Law School, including one of Marcia
Randle, who is also listed as Viggesident of the McGeorge Black Law Student Association in
20022003 (Figure 30).

Juris Doctor

JAY PAUL SPAGNOLA CYNTHIA BURNS McCAUGHEY
Valedictorian magna cum laude
summa cum laude B.S., University of Redlands
Law Review
B.A., University of Maryland, College Park TYLER CHRISTOPHER NEAL
magna cum laude
DANIEL D. DROOG Law Review
Salutatorian B.A., Stanford University
summa cum laude
Law Review, Honor Board JONATHAN BELL RUBENSTEIN
B.A., Dordt College magna cum laude
Law Review
JESSE A. CRIPPS, JR. B.A., University of California, Los Angeles
summa cum laude
Law Review, Dean’s Award NICOLLE TAYLOR

B.A., Pepperdine University magna cum laude

CETL Certificate, Law Review

BETH ALICIA NUNNINK B.S., Pepperdine University

summa cum laude
Law Review, Dean’s Award
B.A., Luther College

Figure 19 Except from the program for the 2002ommencement at Pepperdine Schoofo
Law, publicly available online[44]
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THE STATE BAR OF CALIFORNIA

Protecting the Public and Enhancing the Administration of Justice

Home = Public = Atormey Search = Attorney Profile

ATTORNEY SEARCH

Daniel Dale Droog - #224596

Current Status: Active

This member is active and may practice law in California.

See below for more details.

Profile Infermation

The following information is from the official records of The State Bar of California.

Bar Number: 224596

Address: Chevron Upstream and Gas Phone Number: (T13) 372-8071
::1?:::]?: :r:gumm Group Fax Number: Not Available
Houston, TX 77002 e-mail: Not Available
County: Mon-California Undergraduate School: Dordt Coll; Sioux Center A
District: Qutside California
Sections: Mone Law School; Pepperdine Univ SOL; Malibu CA

Status History

Effective Date Status Change
Present Active
4/9/2003 Admitted to The State Bar of California

Figure 20 Except from California Bar search results for Daniel Droogpablicly available
online [59]. Profile above shows he graduatdtbm Pepperdine and was admitted to the Bar
in 2003.
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in

Daniel D. Droog

Senior Counsel for Chevron Global Upstream & Gas

Experience

Chevron  Senior Counsel Chevron Upstream & Gas

Chevron
v Jan 2013 - Present « 4 yrs 5 mos

Houston, Texas Area

Partner

Shipley Snell Montgomery Droog LLP
Mar 2006 - Dec 2012 « Gyrs 10 mos
Houston, Texas Arca

Associate

) Baker Botts LLP
Aug 2004 - Mar 2006 « 1yr8mos
Houston, Texas Area

Judicial Clerk
Hon. Harold R. DeMoss Jr., United States Court of Appeals for the Fifth Circuit

Aug 2002 - Aug 2004 =« 2yrs1mo
Houston, Texas Area

Education

Pepperdine School of Law

P Juris Doctorate, Law, summa cum laude, 2 out of 205

1999 - 2002

Activities and Societies: Editor-in-Chief of the Pepperdine Law Review: 2001-2002, Staff Member:

Figure 21Collage exceiptl @ $; HC? F $ L |1 | A ¢phblicly @vdiBe>online[5Q.L | @CF ?
Profile above shows hgraduated from Pepperdine in 2002 summa cum laude with the
second highest ranked GPA (Figure 19).
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Figure 22Collageexcerptl @ 0 B C F Cidked(n;profile?agtwlicly available online[56].
Profile above shows & graduated from Loyola Law School in 2008 with a reported GPA of
3.46.
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